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Line ltem Summary

QUANTITY

ITEM NO. SUPPLIES OR SERVICES ORDERED UNIT
(A) (B) ©) (D)
0001 Prime Contractor Labor - All Task 1.0 lot
Areas B
0002 |[Subcontract Labor Costs - All Task 1.0 lot
Areas (EREEEEEN
0003 Travel ($10,000.00) 1.0 lot
0004 Tools ($8,860,000.00) 1.0 lot
0005 |Contract Access Fee ($100,000.00) 1.0 lot
1001 Prime Contractor Labor - All Task 1.0 lot
Areas ( ) Subcontract
Labor Costs - All Task Areas
(EEN
1004 Tools ($ 8,860,000.00) 1.0 lot
1005 |Contract Access Fee ($100,000.00) 1.0 lot
2001 Prime Contractor Labor - All Task 1.0 lot
Areas (
Subcontractor Labor (No Fixed
Fee) All Task Areas to include
Indirect Handling Rate [
)
2004 Tools ($ 8,860,000.00) 1.0 lot
2005 |Contract Access Fee ($100,000.00) 1.0 lot
3001 Prime Contractor Labor - All Task 1.0 lot
Areas (SERIEEEEEN
Subcontractor Labor (No Fixed
Fee) All Task Areas to include
Indirect Handling Rate [
( )
3004 Tools ($8,860,000.00) 1.0 lot
3005 |Contract Access Fee ($100,000.00) 1.0 lot
4001 Prime Contractor Labor - All Task 1.0 Lot
Areas (SEREEEEEN
Subcontractor Labor (No Fixed
Fee) All Task Areas to include
Indirect Handling Rate
(
4003 Travel ($10,000.00) 1.0 Lot
4004 Tools ($8,860,000.00) 1.0 Lot
4005 |Contract Access Fee ($100,000.00) 1.0 Lot

UNIT PRICE
(E)

Vi

TOTALS:

Rev. Ext. Price

(F)

$116,503,073.68

Prev. Ext. Price Amount Of Change
(G) (H)
$116,503,073.68 $0.00

NSN 7540-01-152-8070

Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA FAR (48 CFR) 53.243




SF30 Continuation Page
Task Order GSQ0014AJ0032
Modification PS39

Block 14 Continued:

The purpose of this modification is to 1) Deobligate and obligate funding, 2) Remove Subtask from
C.3.5.5.14, 3) Incorporate GSAM Clauses in Section I as follows:

1. Deobligate funding in CLIN 4004 and obligate funding in CLIN 4003 in the amount of $4,286
a. CLIN 4004 is decreased by $4,286 from Sl (4)
b. CLIN 4003 is increased by $4,286 from (b) (4)

2. Remove Sub-task C.3.5.5.14, ARM Data Facility (ADF) Support Services in its entirety.

3. Section I incorporates required GSAM clauses in full text by adding Section 1.3.1 and amends
Section H.25.2 that contradicts the added GSAM clauses.

The conformed copy of the Task Order is attached in its entirety. All changes to the Task Order as a result
of this modification are noted by a vertical line in the right margin.

All other terms and conditions remain unchanged.
SUMMARY OF COST IMPACT FROM THE ABOVE CHANGES
e The total funding obligated under this Task Order remains unchanged at $116,503,073.68.
e The total estimated value of this Task Order remains unchanged at $148,118,782.00

END OF MODIFICATION
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

NOTE: The Section numbers in this Task Order (TO) correspond to the Section numbers
in the Alliant Contract. Section B of the contractor’s Alliant Contract is applicable to this TO
and is hereby incorporated by reference. In addition, the following applies:

B.1 GENERAL

The work shall be performed in accordance with all Sections of this TO and the contractor’s
Basic Contract, under which the resulting TO will be placed.

B.5 CONTRACT ACCESS FEE

The General Services Administration’s (GSA) operating costs associated with the management
and administration of this contract are recovered through a Contract Access Fee (CAF). The
amount of the CAF is % % (i.e., (.0075)) of the total price/cost of contractor performance up to a
maximum of $100,000 per TO year. The CAF shall be obligated at Task Order Award (TOA).
The CAF for this effort is $100,000 per TO year, totaling $500,000 for the life of the TO.

B.6 ORDER TYPES

The contractor shall perform the effort required by this TO on a Cost-Plus-Fixed-Fee (CPFF)
Term type basis for Contract Line Item Numbers (CLINs) 0001, 1001, 2001, 3001, and 4001; on
a Not—to-Exceed (NTE) Cost Reimbursable basis for CLINs 0002, 0003, 0004, +862, 1003,1004,
2002, 2003, 2004, 3602, 3003, 3004, 4602, 4003, and 4004; and on a NTE for the CAF for
CLINs 0005, 1005, 2005, 3005, and 4005.

B.7 ORDER PRICING

Long distance travel is defined as travel over 50 miles. Local travel will not be reimbursed.
The following abbreviations are used in this price schedule:

CLIN Contract Line Item Number
CPFF Cost-Plus-Fixed-Fee

NTE Not-to-Exceed

TO Task Order

IAW In Accordance With

Contract Number GS00Q09BGD0055
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

B.7.2.1 BASE PERIOD:
LABOR CLIN
CLIN Description Estimated Cost lee Fee Total EStl.m ated Cost Plus
©) ) Fixed Fee
0001 Prime Contractor Labor - (b) (4)
All Task Areas $ $
CLIN Description Total Estimated Cost
0002 |Subcontract Labor Costs - All Task Areas to
include Indirect Handling Rate (b) (4)

COST REIMBURSEMENT TRAVEL AND ANCILLARY PRODUCTS/SERVICES

CLINs
CLIN Description Total Ceiling Price
0003 Long Distance Travel Including Indirect Handling |[NTE (b) (4)
(b) (4)
0004 Ancillary Products/Services Including Indirect NTE BOIO)
Handling
CONTRACT ACCESS FEE
CLIN Description Total Ceiling Price
0005 | Contract Access Fee INTE

TOTAL CEILING BASE PERIOD CLINs:

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

B.7.2.2 OPTION PERIOD 1:

LABOR CLIN
.. . Fixed Fee Total Estimated Cost Plus
CLIN Description Estimated Cost o) Fixed Fee
Prime Contractor Labor S
(All Task Areas) $ — (b) (4)
1001 | Subcontractor Labor (i} |
(D) (%)} s T RIS
(All Task Areas to
include Indirect CLIN TOTAL:
1002 | DELETED S DELETED

COST REIMBURSEMENT TRAVEL AND ANCILLARY PRODUCTS/SERVICES

CLINs
CLIN Description Total Ceiling Price
1003 Long Distance Travel Including Indirect Handling [NTE _
(b) (4)
Ancillary Products/Services Including Indirect NTE (b) (4)
1004 Handling
CONTRACT ACCESS FEE
CLIN Description Total Ceiling Price
1005 | Contract Access Fee INTE

TOTAL CEILING OPTION PERIOD 1 CLINSs:
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

B.7.2.3 OPTION PERIOD 2:

LABOR CLIN
CLIN Description Estimated Cost Fixed Fee Total Estl‘mated Cost Plus
(b) (4) Fixed Fee
Prime Contractor Labor - <[ (b) (4)
All Task Areas $ —
2001 | Subcontractor Labor N L
oo ) $
(All Task Areas to )
include Indirect CLIN TOTAL:
. (b) (4)

Handling Rate

2002 |DELETED e

COST REIMBURSEMENT TRAVEL AND ANCILLARY PRODUCTS/SERVICES

CLINs
CLIN Description Total Ceiling Price
2003 g Distance Travel Including Indirect Handling [NTE (b) (4)
(b) (4
2004 Ancillary Products/Services Including Indirect NTE (b) (4)
Handling
CONTRACT ACCESS FEE
CLIN Description Total Ceiling Price
2005 | Contract Access Fee NTE (b) (4)

TOTAL CEILING OPTION PERIOD 2 CLINSs: (b) (4)
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

B.7.2.4 OPTION PERIOD 3:

LABOR CLIN

.. . Fixed Fee Total Estimated Cost Plus
CLIN Description Estimated Cost ) Fixed Fee

Prime Contractor Labor -
All Task Areas

s TN | 5 [T @

3001 Subcontractor Labor
— Now | s BN
(All Task Areas to
include Indirect CLIN TOTAL:
Handling Rate [CGH (b) (4)

The fixed fee ceiling amount for option period 3 (OP3) associated with labor CLIN 3001 was
increased through task order modification PO34 from ${SIGIEEEE to SEXCHEEN. -
fixed fee ceiling increase amount of [SEGIII. This fixed fee ceiling increase occurred
when the labor cost ceiling for CLIN 3001 was also increased from $[Eig) to
SISO rough the same mod. The additional fixed fee of SISIGEEEN can only
become an incurred cost to the Government after the original labor ceiling of S{EICH is
exceeded. The purpose of the additional ${SIGIIin fixed fee ceiling was to allow for
additional fixed fee to be billed against CLIN 3001 when the labor cost ceiling was
increased. The Government will not begin to incur this additional fixed fee until the labor
cost against CLIN 3001 exceeds the original S{SISI 1abor cost ceiling, at which point
the appropriate fee will be applied against CLIN 3001 cost incurred.

3602 | DELETED S$SDELETED

COST REIMBURSEMENT TRAVEL AND ANCILLARY PRODUCTS/SERVICES
CLINs

CLIN Description Total Ceiling Price
Long Distance Travel Including Indirect Handling [NTE (b) (4)

3003

3004 Ancillary Products/Services Including Indirect NTE (b) (4)
Handling

Contract Number GS00Q09BGD0055
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

CONTRACT ACCESS FEE
CLIN Description Total Ceiling Price
3005 | Contract Access Fee INTE

TOTAL CEILING OPTION PERIOD 3 CLINSs:

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

B.7.2.5 OPTION PERIOD 4:
LABOR CLIN
CLIN Description Estimated Cost leﬁFee Lo Esgg:(;el?eeCOSt JHTE
Prime Contractor Labor -
All Task Areas $ M (b) (4) (b) (4)
4001
Subcontractor Labor (|} L
(A.ll T ‘k)Ar s to ~ I b
VAL B ask Ared CLIN TOTAL:
include Indirect (b) (4)
Handling Rate
4002 |DELETED SPELETED

COST REIMBURSEMENT TRAVEL AND ANCILLARY PRODUCTS/SERVICES

CLINs
CLIN Description Total Ceiling Price
4003 Long Distance Travel Including Indirect Handling [NTE (b) (4)
(b) (4)
4004 Ancillary Products/Services Including Indirect NTE (b) (4)
Handling
CONTRACT ACCESS FEE
CLIN Description Total Ceiling Price
4005 | Contract Access Fee INTE

TOTAL CEILING OPTION PERIOD 4 CLINs:

(b) (4)

GRAND TOTAL OF ALL CLINs:

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

B.12 SECTION B TABLES

B.12.1 CLIN DESCRIPTIONS

The following sections provide a brief description of the required usage of the subject CLINs.

B.12.1.1 CLINS 0001 THROUGH 4001 - LABOR

The subject CLINSs are to support all labor performed by the Prime contractor on this TO. The
contractor will be reimbursed for all labor on a CPFF basis. The contractor shall propose the
Fixed Fee in the Section B Schedules.

The subject CLINs are also to support all labor performed by any subcontractors that was
proposed and awarded at Task Order award. The contractor will be reimbursed for all labor on a

Cost Reimbursable basis.

B.12.1.2 CLINS 0002 THROUGH 4002 - LABOR

The subject CLINs are to support all labor performed by any subcontractors that was proposed
and awarded at Task Order award. The contractor will be reimbursed for all labor on a Cost
Reimbursable basis.

B.12.1.3 CLINS 0003 THROUGH 4003 — LONG-DISTANCE TRAVEL

The contractor’s long-distance travel will be reimbursed IAW Section G.9.6.1.4 and Section
H.23 of the TOR.

B.12.1.4 CLINS 0004 THROUGH 4004 — ANCILLARY PRODUCTS/SERVICES

The subject CLINs support contractor reimbursement for Government-approved purchases of
tools, miscellaneous in-scope services, and hardware/software maintenance agreements in
support of the TOR requirements.

B.12.1.5 CLINS 0005 THROUGH 4005 — ALLIANT CONTRACT ACCESS FEE

The contractor will be reimbursed for the Contract Access Fee IAW the Alliant Contract Access
Fee memo dated June 1, 2009.

B.12.2 INDIRECT/MATERIAL HANDLING RATE

Travel Ancillary Products/Services Costs, and subcontractor labor incurred may be burdened
with the contractor’s indirect/material handling rate IAW the Contractor’s disclosed practices. If
no indirect/material handling rate is allowable IAW the Contractor’s disclosed practices, no
indirect/material handling rate shall be applied to or reimbursed on such costs.

B.12.3 INDIRECT RATES

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39 PAGE B-8




SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

All indirect rates proposed and billed under this task order should be commensurate with any
existing current DCAA approved forward pricing rate agreements. If alternate rates are
proposed, and/or DCAA approved forward pricing rate agreements do not exist, supporting
information to verify the appropriateness of the rates shall be provided. Indirect rates include,
but may not be limited to, indirect material handling rates, overhead rates, and general and
administrative rates.

B.13 INCREMENTAL FUNDING

B.13 INCREMENTAL FUNDING LIMITATION OF GOVERNMENT’S
OBLIGATION

Incremental funding for Base Year CLINs 0001 through 0005, Option Period 1 CLINs 1001
through 1005, Option Period 2 CLINs 2001, 2004, and 2005, Option Period 3 CLINs 3001,
3004, and 3005, and Option Period 4 CLIN 4001, 4004, and 4005 is currently allotted and
available for payment by the Government. Additional incremental funding for these CLINs will
be allotted and available for payment by the Government as the funds become available. The
estimated period of performance covered by the allotments for the mandatory CLINSs is from
award through December 5, 2019. The TO will be modified to add funds incrementally up to the
maximum of $87,221,665 over the performance period of this TO. These allotments constitute
the estimated cost for the purpose of Federal Acquisition Regulation (FAR) Clause 52.232-22,
Limitation of Funds, which applies to this TO on a CLIN-by-CLIN basis.

Incremental Funding Chart for CPFF Line items in table redacted per FOIA exemption b(4)

FUNDED COST FUNDED FEE
5| 3|

[ S |
$148.118,782.00 $ B ] | $116,503.073.68 |

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

*Note: Modification PO15 combined prime and subcontractor labor CLINs (CLINs
1001/1002, 2001/2002, 3001/3002, 4001/4002). Therefore, the Incremental Funding Chart
above shows only one labor CLIN for OY 1-OY4. It is understood by all parties that the fixed
fee remains unchanged for the prime labor under each year ([l of original estimated prime
labor cost as shown in Sections B.7.2.2 — B.7.2.5) and that the subcontractor handling fee
remains unchanged under each year ([SJGJl for OY1 and Y8l for OY2-4) as a result of
modification PO15. Further it is understood that the table above will proportionally fund
“Funded Cost” and “Funded Fee” until the maximum NTE dollar amount is reached for
“Funded Fee” (See Sections B.7.2.2 — B.7.2.5), at which point remaining funds will be added
in their entirety only to “Funded Cost” under the CLIN. Although the contractor will be
allowed to utilize the total of the stated Estimated Costs (both Prime and Subcontractor) for
either Prime or Subcontractor labor as deemed necessary for each Year, in no event will the
total fixed fee paid exceed the awarded Fixed Fee dollar amount established under each
CLIN period.

Contract Number GS00Q09BGD0055
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SECTION C -PERFORMANCE-BASED STATEMENT OF WORK

NOTE: Section C of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference. In addition, the following applies:

C.1 BACKGROUND

Within the Office of the Chief Administrative Office, GAO has a primary office that supports the
information and knowledge management functions of the agency: Information Systems and
Technology Services (ISTS). ISTS provides and maintains the IT infrastructure, applications
and systems that are employed by the agency and also provides the publications support and
distribution services required by the agency.

ISTS is a customer-focused team of about 100 Government employees who provide quality
information technology services that enhance the mission success of the GAO environment.
ISTS recognizes the importance of customer satisfaction and is committed to outstanding
customer service and outreach throughout the GAO enterprise. See Section J, Attachments N
and N.1 for the GAO Customer Satisfaction Survey and the 2013 results.

GAQO currently employs approximately 2,900 staff across the agency. Of these staff,
approximately 75% are located at GAO headquarters while the remaining 25% are located at 11
Field Offices (FOs) across the continental United States. There are also approximately 300
contractor personnel (multiple contractors) at Headquarters. In a standard fiscal year,
approximately 400 staff depart and 400 are hired each year; another 500 are relocated within
their FO or within Headquarters. In the current budget environment, however, GAO has
experienced limited hiring; in FY 2012, GAO hired approximately 135 staff while approximately
400 departed. The majority (over 80%) of GAQO’s staff are involved directly in development of
GAQO’s audit and legal work while the remaining staff-provide mission and administrative
support.

By the nature of its mission, GAO is an agency with significant mobility needs. Currently over
90% of the staff are provided with notebook computers and have telework agreements that
permit them to work away from the office. Significant importance is attached to secure, high-
reliability remote access to GAQO’s network. Since the requirement for mobility is so strong, so
is the requirement for the protection of mobile information.

GAO has made significant progress in migrating from paper-based products and manual
processes to execute its mission with electronic media from the inception of GAO’s mission
activities through dissemination of GAQO’s products. This shift improves the efficiency of the
agency and the timeliness of the GAO product delivery to its clients, which places a heavier
burden on information systems to ensure reliability and availability.

In addition, GAO is in the process of virtualizing its environment through Virtual Desktop
Infrastructure (VDI), server virtualization, and application virtualization. These efforts are being
procured through separate contracts.

a. VDI will include 80 to 90 percent of the organization’s desktops. The remaining desktop
devices are specialty towers that will continue to be used. GAO personnel are currently

Contract Number GS00Q09BGD0055
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SECTION C -PERFORMANCE-BASED STATEMENT OF WORK

encouraged not to store files on their desktops, for security and recovery purposes. As part of
the VDI initiative, GAO is moving to Windows 7 from its current XP operating systems. All
current laptops are out of warranty; however, it is expected that this situation will be
overcome by the results of the VDI initiative. The new VDI environment will have a
centrally located single golden image.

b. Server virtualization will be implemented for 98 percent of the servers in the data center. It
will include all of the servers in the field sites. There are two Novell servers supported
currently that will be phased out with server virtualization.

c. Application virtualization is a more time-consuming effort and is just beginning. The GAOI
is for 80 percent of applications to be virtualized. The remaining 20 percent will be for
specialty application, e.g. SPSS.

The majority of the VDI and server virtualization efforts are expected to be initiated in Fiscal
Year (FY) 2013 and will carry over into FY 2014. Application virtualization is on-going. These
initiatives and all major initiatives that are developed/provided by another contractor will be
turned over to this TOR’s contractor for O&M by the use of the GAO Governance process.
GAO annually procures on average 20 major initiatives. Major initiatives are those that are
introduced to the O&M environment by way of the GAO governance process, i.e. they will be
reviewed in a Transition Readiness Review board and an Operational Readiness Review board.

In addition to VDI and Server Virtualization, GAO will be upgrading the Exchange system to
2010 and upgrading the Document Management system to OpenText DM version 5.3 in
preparation for the VDI initiative. The Exchange system will eventually include a consolidation
of the FO mail systems into a single enterprise instance with failover to the disaster recovery site.
The VDI infrastructure is expected to support both Exchange 2010 and DM 5.3 as part of the
operational baseline upon deployment.

GAO primarily uses Hewlett Packard (HP) servers. GAO Web Hosting and Publishing uses
Linux servers. GAO also receives shared services for an IBM mainframe through the National
Finance Center Government Shared Services program. GAO expects to continue usage of HP,
IBM, and Linux equipment in its move to server virtualization.

GAO intends to move away from its very manual publishing process to a more automated
process that will likely include creating and tagging XML or other content formats that can be
repurposed into a variety of products. GAO is exploring more efficient methods and
technologies to support analyst content creation and automating review and workflow processes
and GAO expects to begin piloting a new system during the first year of the task order.

C.1.1 PURPOSE

The purpose of this task order is to acquire services to assist the GAO, in particular ISTS, in
providing contracted information technology services that support the GAOIs and objectives of
the organization. This TO shall provide a single point of accountability to produce innovative,
efficient, and cost—effective IT Infrastructure support service in alignment with industry best
practices. GAO desires a collaborative environment with the contractor in order to achieve these
GAOls/objectives.

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39 PAGE C-2



SECTION C -PERFORMANCE-BASED STATEMENT OF WORK

C.1.2 AGENCY MISSION

GAQ’s mission is to support the Congress in meeting its Constitutional responsibilities and to
help improve the performance and accountability of the Federal Government for the benefit of
the American people. Nearly all work performed by GAO is mandated in legislation or
requested by Committee or Subcommittee Chairs, Ranking Minority Members, or members of
appropriations, authorizing, budget, or oversight committees. Most of GAO’s work is based
upon original data collection and analysis, and is conducted in accordance with applicable
professional audit and investigation standards. Three core values underlie GAO work:

a. Accountability, to enhance the economy, efficiency, effectiveness, and credibility of the
Federal Government.

b. Integrity, to do work that is professional, objective, fact-based, nonpartisan, non-ideological,
fair, and balanced.

c. Reliability, to produce reports and other products that are timely, accurate, useful, clear, and
candid.

GAO examines the use of public funds; evaluates Federal programs and activities; and provides
analyses, options, recommendations, and other assistance to help the Congress make effective
oversight, policy, and funding decisions. In this context, GAO works to continuously improve
the economy, efficiency, and effectiveness of the Federal Government through the conduct of
financial audits, program reviews and evaluations, analyses, legal opinions, investigations, and
other services. GAQ’s activities are designed to ensure the executive branch’s accountability to
the Congress under the Constitution and the Federal Government’s accountability to the
American people. Additional information about GAO, including its organizational structure and
office locations can be found at the following URL: www.gao.gov.

See Section J, Attachment T for GAO’s Strategic Plan, Attachment F for the 2012 Update to
GAO Strategic Plan 2010 to 2015, and Attachment S for GAO’s organizational structure.

Additionally, See Section J, Attachment U for GAO’s Lines of Business and Architecture
Segments.

C.1.3 ORGANIZATIONAL STRUCTURE

GAO ISTS provides GAQO’s technology support. ISTS seeks to be a model Information
Technology (IT) service provider for the GAO community. ISTS is the responsible organization
for the primary oversight and technical direction within this task order. ISTS is organized as
follows:

Chief Information Officer, (CIO)

Customer Relations Group (CRG)

Budget, Acquisition, and Contracting Group (BACG)
Engineering and Operations Group (EOG)
Information System Security Group (ISSG)

Contract Number GS00Q09BGD0055
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SECTION C -PERFORMANCE-BASED STATEMENT OF WORK

Operational Readiness Group (ORG)

Enterprise Architecture and Applications Group (EAAG)
Publishing and Dissemination (PDG)

Web Services Group (WSG)

=

See Section J, Attachment EE for ISTS’ organizational chart.
C.2 SCOPE

This task order provides services and project support that emphasize network availability and
access to all applications with minimal downtime as well as best-in-class customer service. The
Government also attaches significant importance to reduction of fixed operational costs through
consolidation, automation, and innovation. The equipment, software, and material required to
perform the work under this task order is either provided by GAO or will be purchased by the
contractor with Government authorization. The contractor shall provide the services described in
subsequent sections. The contractor’s performance will be measured against the Government’s
Service Area Metrics (SAMs) contained in Section J, Attachment E.

Although the scope of this TO is limited to infrastructure and operations support, the contractor
shall provide services required to support new technologies that are developed (major initiatives
performed as Projects) by other contractors/ vehicles to be introduced into the GAO production
environment. The resultant contractor shall provide technical knowledge during Transition and
Operational Readiness Reviews that result in the introduction of new initiatives to the production
environment (this is further explained in Section C.2.4). Once accepted by the Government, the
contractor shall operate and maintain the resultant product. The Government will familiarize the
contractor with the Project initiative throughout the development process and through attendance
of the Transition and Operational Readiness Review boards. The responsibility of training users
on new capabilities will be with the initiative’s contractor(s) and the Government. However, it is
expected that the resultant contractor will utilize these materials and develop a deep
understanding of any deployed systems in order to facilitate providing customer support via the
Help Desk. Once the product enters its O&M life-cycle phase, the contractor shall be
responsible for all maintenance of the resultant product. This may include interfacing with the
development contractor on technical issues.

The contractor shall interface with third-party service providers such as WAN/MAN, Internet,
Remote Access, and Extranet contractors (Shared Government Services). Some third-party
service providers include Verizon (Voice, MAN), CenturyLink (WAN and Internet), and Cable
TV companies, e.g., Comcast and DirectTV. In addition, the contractor shall resolve technical
service issues between third-party service providers, e.g., Cisco and HP for the Government
Furnished Property (GFP).

Although the major portion of contractor’s work will be for an unclassified network, GAO also
has a requirement to support the classified network located at Headquarters and 10 of the 11 field
offices. Administrative support is conducted out of the Headquarters office with on-site support
in the Field Offices using existing GAO staff. Limited travel to the FOs is required to support
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this environment. All staff supporting the classified network must have a clearance of at least
SECRET.

The contractor shall provide COOP failover support for all services hosted at the Alternative
Computing Facility (ACF)/Disaster Recovery Site. The contractor shall support nightly
replications of these to the ACF that functions as the GAO Disaster Recovery site. This site is
shared with other Legislative branch agencies. Only Government personnel permanently staff
the ACF. The Government may determine at a future date that additional applications/services
must be supported at the ACF based on agency requirements.

The detailed requirements of this task order are specified in the following sections and shall be
performed according to the standards stated in this task order.

C.2.1 LOCATION OF WORK

The contractor shall provide technical support during normal GAO business hours as well as
outside of normal business hours. This support shall be provided to the GAO Headquarters
facility at 441 G Street NW in Washington, DC. The contractor shall also have an on-site
deskside support presence at GAO Headquarters and an on-site presence for SIPRNET support at
GAO Headquarters during normal GAO business hours. However, the location of work may
change over the life of the Task Order based on Government mandates, e.g. a requirement for
GAO teleworking.

Examples of after-hours support include, but are not limited to, direct customer support, off-hour
system management and maintenance, file backup and restore operations, deployment of selected
applications, and annual and quarterly property inventories.

The contractor shall travel to GAO’s 11 field offices (approximately 2-4 times a year, primarily
to support GAQO’s classified data processing capability), and to the disaster recovery site (located
approximately 35 miles from GAO Headquarters) on an as-needed basis. Travel to the disaster
recovery site during non-emergency situations will be minimal based on the current support
model that includes Government oversight and daily operations and maintenance of the facility.
Currently, ninety-five percent of the contractor support for disaster recovery related operations
and maintenance are conducted using remote management tools and processes.

The 11 field offices are located in the following cities across the country. Additionally, there are
5-10 audit sites throughout the Washington Metropolitan area.

Atlanta Office, 2635 Century Parkway, Suite 700, Atlanta, GA 30345

Huntsville Office, 6767 Old Madison Pike, Building #5, Huntsville Ala. 35806

Boston Office, 10 Causeway Street, Room 575, Boston, MA (02222

Chicago Office, 200 West Adams Street, Suite 700, Chicago, IL 60606-5219

Dayton Office, AMC Branch, P.O. Box 33626, Wright-Patterson AFB, OH 45433-0626
Dallas Office, 1999 Bryan Street, Suite 2200, Dallas, TX 75201-6848

Denver Office, 1244 Speer Boulevard, Suite 800, Denver, CO 80204-3581

@ o Ao o
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h. Los Angeles Office, Los Angeles World Trade Center, 350 South Figueroa Street, Suite 101
Los Angeles, CA 90071

i.  Norfolk Office, 5029 Corporate Woods Drive, Suite 300, Virginia Beach, VA 23462

j.  San Francisco Office, 301 Howard Street, Suite 1200, San Francisco, CA 94105-2252

k. Seattle Office, 701 Fifth Avenue, Suite 2700, Seattle, WA 98104

C.2.2 GAO HOURS OF OPERATION

The contractor shall provide the following types of response support:

a. Data Center, Network Infrastructure, and Security monitoring support are required
24x7x365. Data Center, Network Infrastructure, and Security incident response can be
addressed on-site or remotely unless remediation of the incident requires on site presence.

b. Voice and e-mail Help Desk support are required during normal business hours, i.e., 6:00
a.m. to 7:00 p.m. (Eastern Standard Time (EST)).

c. On-call Help Desk support is required during non-business hours (weekdays 7:01 p.m. to
5:59 a.m. EST and weekends and Federal holidays). If resolution cannot be provided during
normal business hours then the issue will be addressed the next business day.

d. Deskside support is required and shall be provided at GAO Headquarters during normal
business hours.

Non-business hour service response times are reduced from business hour service response times
and are defined in the respective SAMs (see Section J, Attachment E). The contractor shall
follow the GAO holiday schedule.

C.2.3 WORK MANAGEMENT PROCESSES

GAO will provide work management models and processes that are a fundamental part of
GAOQ’s IT environment and a guiding framework for both service and project work. GAO has
established its own IT Life Cycle and Work Management System Processes with which the
contractor must interface.

The Work Management System (WMS) is utilized by ISTS for all project management and
related purchase request activities. WMS serves as the central repository for ISTS project
activities and supports the IT Governance Process by:

a. Enabling the application of standard, documented, repeatable, and integrated processes for IT

portfolios and project management.

Serving as a centralized repository for all ISTS initiatives.

Providing a single point of data entry for work documentation, proposals, and reports.

d. Permitting collaboration across all of ISTS in the initiation, planning, and execution of
Initiatives.

e. Enhancing prioritization of work, assignment of resources, and improvement in project
performance and outcome delivery.

f. Providing the ability to capture and report on accomplishments.

g. Providing the ability to submit, approve, and archive purchase requests.
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The contractor shall provide software maintenance support for the WMS Application.

C.2.4 GOVERNANCE

There are two processes that govern how changes to the infrastructure are managed and
approved: 1) the ISTS Governance Process Illustration and Narrative (see Section J,
Attachment AA and Attachment CC), and 2) The System Change Request (SCR) Process (see
Section J, Attachment H). The ISTS Governance Process governs the approval of major
projects (initiatives) from proposal through post implementation review, while the SCR process
oversees the planning, review, approval, installation ,and close out of all other changes
(upgrades, enhancements, maintenance, emergencies, security patches, etc.). The contractor
shall provide technical knowledge and assistance during these processes. The Government
approves the results of all phase of the processes. The majority of the O&M work under this task
order is managed through the SCR process. For major initiatives that undergo the ISTS
Governance Process, the contractor shall be involved in the review process (the Transition and
Operational Readiness Reviews), but not directly involved with the development of the project.

C.24.1 ISTS GOVERNANCE PROCESS

The ISTS Governance Process ensures that the design and development of major
changes/initiatives are approved and that there is a successful handoff from developers /
designers (engineering) to the O&M contractor (under the resultant TO). At three distinct points
in the process, there is coordination among stakeholders to ensure agreement of project scope
and schedule, as well as specific deliverables necessary for approval to proceed to the next phase
(design, transition, operation).

Project Planning Phase: This phase occurs prior to project approval. The Government project
manager and/or team will meet with the service design working group and the integrated
assessment working group to ensure agreement of scope and schedule, as well as the specific
deliverables required later in the project for moving from design to transition, and from transition
to operation. The contractor shall provide technical advice during this phase.

Service Design Phase: During this phase, the project team produces the deliverables identified
in the proposal as well as completes the technical design and development of the project. The
completion of the Service Design phase occurs at a Transition Readiness Review Board meeting,
where key stakeholders verify that all Service Design deliverables are completed and acceptable
and that the project baseline scope and schedule are still accurate or whether they need to be
adjusted. The contractor shall provide technical advice during this phase.

Service Transition Phase: During this phase, the project team transitions the project from
designers / developers to the Infrastructure O&M contractor (under the resultant TO). All
transition phase deliverables are reviewed and validated, software and/or hardware are installed
in the Government-owned QA test lab, Quality Assurance tests are executed, Standing Operating
Procedures (SOPs) are reviewed and validated, and knowledge transfer occurs between the
project team and operations staff. The Government will provide oversight and be involved as
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needed for all transition phase tasks, with the exception of acceptance testing. As related to the
transition phase, the Government will lead the execution of acceptance testing that includes
Government reviewed and approved test scripts, with Government-controlled support from the
contractor. The completion of the Service Transition phase occurs at an Operational Readiness
Review Board meeting, where key stakeholders verify that all Service Transition deliverables are
completed and acceptable, and that Operational staff with contractor assistance are ready to
deploy the project into production and maintain and support it going forward.

C.24.1.1 THE FRONTRANGE IT SERVICE MANAGEMENT TSM) SYSTEM

The contactor shall use The FrontRange IT Service Management System (ITSM) to capture all
operational work. FrontRange ITSM is designed to manage day-to-day activities in an IT
organization. FrontRange ITSM is also used to escalate service requests beyond the Help Desk.
As such, most contract staff are required to use FrontRange I'TSM regularly to track activities
across ISTS. Additionally, the contractor shall provide database support for FrontRange ITSM,
which includes software updates; the creation of new categories, subcategories, types, and
service request forms; adding new users; providing demos to staff on how to use the system; and
upkeep of all system documentation.

The FrontRange ITSM modules currently used by GAO to support IT functions are Incident
Management / Service Request, Knowledge Management, and Problem Management. For each
module, there are concurrent licenses to accommodate 100 users. In the future, GAO will
provide access to users for the Change Management, Configuration Management, and Service
Level Management modules. Presently, each module has 25 concurrent licenses. These are only
accessible to administrator users.

For the Change Management Module GAO anticipates completing the assessment of the
technology solution and implementing the permanent automated solution by the end of FY 2013.
The number of licenses required would need to support all staff across ISTS who participate in
the Change Management process (creating “System Change Requests”, Authorization,
Implementation, and Closeout), but the exact number is unknown at this time.

The FrontRange ITSM allows GAO to track service-related interactions between the IT
organization, users, and customers. ISTS is not the only user of the ITSM Suite. Other GAO
service providers (including such diverse services as Records Management, Acquisition
Management, Human Capital, and Library Services) use ITSM to track service requests not
related to IT and not part of this TO. Approximately 350 contract and Federal staff routinely use
ITSM across GAO.

Descriptions of ITSM Modules Used at GAO:

Incident Management

The Incident Management module is used to identify events causing service interruptions or
reductions in the quality of service. It allows system administrators to adapt application objects
and business priorities to reflect GAO business priorities and processes.

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39 PAGE C-8



SECTION C -PERFORMANCE-BASED STATEMENT OF WORK

Problem Management

The Problem Management module is used to support the elimination of recurring incidents from
GAOQ’s IT infrastructure for improved IT operations and customer productivity. In particular,
causes of similar incidents are identified, permanent resolutions are determined, and a prevention
plan is developed.

Knowledge Management

The Knowledge Management module is a tool for building knowledge repositories, creating
access that allows staff to easily perform knowledge related searches, discover resolutions for
existing incidents, and locate documentation that will be valuable.

Configuration Management

The Configuration Management module provides support for planning, identifying, controlling
and verifying the Configurations Items (Cls) within a service, recording their status; and, in
support of Change Management, assessing the potential IT impact of changing those items.
GAQO is not currently using the CMDB capability of this module.

Change Management

The function of the Change Management module is to provide a standardized method and
procedure for handling change requests, minimizing the impact of change-related issues and
improving daily operations. GAO is moving toward the use of the Change Management module.
Currently change management is performed using spreadsheets.

The contractor shall continue to use the FrontRange ITSM application and procedures to support
Incident Reporting, Change and Configuration Management, Software Retirement, and
Integrated Quality Control. The contractor shall implement and maintain additional
Government-approved FrontRange functionality that provides useful support to the GAO
mission.

C.2.4.2 SYSTEM CHANGE REQUEST (SCR) PROCESS

The ISTS SCR process is designed to ensure coordination and approval of all technical changes
to the production network, ensuring that stakeholders are fully aware of changes and their impact
to systems, customers, and operations. The contractor may request a system change by
completing the System Change Request (SCR) form. The form is then sent electronically to the
manager of the Change Advisory Board (CAB) who forwards it to board members to allow time
for impact and other assessments, or necessary collaboration and technical discussion prior to the
CAB meetings, which are held twice weekly.

The change is reviewed at a scheduled CAB meeting and either approved / disapproved /
deferred. Approved changes will be forwarded onto the network deployment and maintenance
manager for scheduling. Changes that require additional action or are not approved will be
returned to the requestor indicating the action required or reason for non-approval.

There are approximately 15 to 20 SCRs per month.
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C.2.4.3 SERVICE AREA METRICS (SAM)

The contractor shall monitor and report on performance against the SAMs. In order to maintain
a strong posture, continuous review and improvements in performance are necessary. The GAO
will review all performance reports to validate contractor performance. The contractor shall
work in partnership with the appropriate GAO organization to jointly maintain the SAMs

The contractor shall meet or exceed the service performance levels specified for each service
area. SAMs provide Acceptable Quality Levels (AQL) for key performance indicators, detailed
descriptions of these performance indicators, their targets, and how they are measured. The
contractor shall provide a mitigation plan with the MSR that describes the contractor’s plan for
meeting any unmet SAMs by the next reporting period. See Section J, Attachment E for all
SAMs.

C.3 TASKS

C.3.1 TASK1-PROVIDE PROGRAM MANAGEMENT

The contractor shall provide program management support under this TO. This includes the
management and oversight of all activities performed by contractor personnel, including
subcontractors, to satisfy the requirements identified in this Performance Work Statement
(PWS). The contractor shall identify a Program Manager (PM) by name who shall provide
management, direction, administration, quality control, and leadership of the execution of this
TO.

C.3.1.1 COORDINATE A PROJECT KICK-OFF MEETING

The contractor shall schedule and coordinate a Project Kick-Off Meeting (see Section F,
Deliverable 1) at the location approved by the Government. The meeting will provide an
introduction between the contractor personnel and Government personnel who will be involved
with the TO. The meeting will provide the opportunity to discuss technical, management, and
security issues, and travel authorization and reporting procedures. At a minimum, the attendees
shall include vital contractor personnel (including Key Personnel), representatives from the
directorates, other relevant Government personnel, and the FEDSIM COR. At the Kick-Off
meeting, a Project Kick-off Agenda (see Section F, Deliverable 2) that includes at a minimum
the following topics:

Points of contact including GAO Technical Monitors
Security considerations

Invoicing considerations

Transition discussion
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C.3.1.2 PREPARE A MONTHLY STATUS REPORT (MSR)

The contractor PM shall develop and provide an MSR using Microsoft (MS) Office Suite
applications, to the Technical Point of Contact (TPOC) and the COR (see Section F, Deliverable
3). The MSR shall include the following:

a. Activities during the reporting period, by task (include: on-going activities, new activities,
activities completed; progress to date on all above-mentioned activities). Start each section
with a brief description of the task.

b. Problems and corrective actions taken. Also include issues or concerns and proposed
resolutions to address them.

c. Personnel gains, losses, and status (security clearance, etc.).

Government actions required.

Schedule (show major tasks, milestones, and deliverables; planned and actual start and

completion dates for each).

Summary of trips taken (attach trip reports to the MSR for the reporting period).

Items purchased on behalf of the Government during the month.

Accumulated invoiced cost for each CLIN up to the previous month.

Projected cost of each CLIN for the current month.

Monthly Performance against the SAMs (contained in a separate section and shown in

comparison to the Government’s SAM Performance Standards). The contractor shall discuss

all measures that do not meet the Performance Standards and provide mitigation that can be
completed by the next monthly reporting period. The contractor shall include in every
monthly status report, their performance against the stated SAMs during the time period of
the report.

k. List of all deliverables, by full name, delivered during the period reported through the MSR.

o o
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C.3.1.3 CONVENE TECHNICAL STATUS MEETINGS

The contractor PM shall convene a Technical Status Meeting, as needed, with the TPOC, COR,
and other vital Government stakeholders. The purpose of this meeting is to ensure all
stakeholders are informed of the monthly activities and MSR, opportunities are provided to
identify other activities and establish priorities, and to coordinate resolution of identified
problems or opportunities. The contractor PM shall provide minutes of these Technical Status
Meeting Minutes (see Section F, Deliverable 4), including attendance, issues discussed,
decisions made, and action items assigned, to the TPOC and COR.

C.3.1.4 BUDGET BRIEFINGS

The contractor shall provide Budgetary Briefings (see Section F, Deliverable 5). The contractor
shall modify the content and format of this briefing according to the Government’s instructions.
The Budgetary Briefings shall include, at a minimum:

a. A list of the GAO service areas by numerical subtask.
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b. A spreadsheet with the costs (actual and projected) for each service area by past and current
fiscal year.

c. A spreadsheet detailing funding (actual and projected) for each CLIN with separate columns
for average monthly burn rates.

C.3.1.5 INTEGRATED PROJECT TEAM (IPT) MEETINGS

The contractor shall provide weekly IPT meetings with the GAO TPOC, COR, and other key
Government stakeholders. The purpose of these meetings is to ensure all stakeholders are
informed for the project’s weekly activities and the status of all outstanding issues. The
contractor shall document the attendees and proceedings in an IPT Meeting Agenda (see Section
F, Deliverable 6).

C.3.1.6 PREPARE TRIP REPORTS

The Government will identify the need for a Trip Report when the request for travel is submitted.
The contractor shall keep a summary of all long-distance travel including, but not limited to, the
name of the employee, location of travel, duration of trip, and points of contact (POC) at travel
location. The contractor shall provide a Trip Report (see Section F, Deliverable 7) as requested
by the Government.

C.3.1.7 DOCUMENTATION SUPPORT

At a minimum, the Contractor shall develop and provide the following documentation:

a. Training Manuals and Technical User Guides (see Section F, Deliverable 45).

b. Updates to Standard Operating Procedures (SOPs) and System Documentation (see Section
F, Deliverable 18) based on the index and updated when there are system changes.

c. Workflow Process Information (see Section F, Deliverable 44).

d. COTS Updates/Modification Plans (see Section F, Deliverable 43).

The documentation shall be updated on an as needed basis and as applicable upon the
Government’s request.

C.3.1.8 ANCILLARY PRODUCTS/SERVICES SUPPORT

The contractor shall purchase hardware, software, and related supplies under the TO. Such
requirements will be identified during the course of a TO, by the Government or the Contractor.
The contractor shall initiate a purchase (at any dollar value), by submitting an approval request to
the applicable GAO point-of-contact. The request shall include the purpose, specific items,
estimated cost, and rationale for the purchase. The Contractor shall not make purchases without
the Government’s approval. Purchases over the micro-purchase threshold must receive a COR-
approved Request to Initiate Purchase. For purchases under the micro-purchase level, the
contractor shall coordinate via email with the COR.

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39 PAGE C-12



SECTION C -PERFORMANCE-BASED STATEMENT OF WORK

C.3.1.9 REMOVED

C.3.1.10 PERFORMANCE MEETINGS

a. GAQO, the contractor, and the FEDSIM COR will meet weekly for a Joint Meeting to evaluate
contractor performance against the GAO expectations and the SAMs

The following types of issues will be discussed:

e Monthly performance assessment data and trend analysis.

e Issues and concerns of both parties.

e Projected outlook for upcoming months and progress against expected trends, including a
corrective action plan analysis.

e [ssues arising from the performance monitoring processes.

C.3.2 TASK 2 — TRANSITION-IN

The contractor shall execute its Transition-In Plan no later than (NLT) five work days after
Project Start (PS). During the transition in, the contractor shall ensure that there will be
minimum service disruption to vital Government business and no service degradation during and
after transition. All transition activities shall be completed 45 calendar days after PS (January
10" 2014). The contractor shall provide a Updated Transition-in Plan (see Section F,
Deliverable 8) based on the contractor’s proposed plan.

C.3.3 TASK 3 — TRANSITION-OUT

The Transition-Out Plan shall facilitate the accomplishment of a seamless transition from the
incumbent to an incoming contractor/Government personnel at the expiration of the TO. The
contractor shall provide a Transition-Out Plan (see Section F, Deliverable 9) NLT 90 calendar
days prior to expiration of the TO. The contractor shall identify how it will coordinate with the
incoming contractor and/or Government personnel to transfer knowledge regarding the
following:

Project management processes.

Points of contact.

Location of technical and project management documentation.

Status of ongoing technical initiatives.

Appropriate contractor—to-contractor coordination to ensure a seamless transition.
Transition of Key Personnel.

Schedules and milestones.

Actions required of the Government.
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The contractor shall also establish and maintain effective communication with the incoming
contractor/Government personnel for the period of the transition via weekly status meetings.
The contractor shall execute transition out activities In Accordance With (IAW) the
Government-approved Transition-out Plan.

C.3.4 TASK 4 - CUSTOMER SERVICES

These services support GAO internal customers consisting of Government and contractor
personnel.

C.3.4.1 HELP DESK

GAO requires the services of a contractor to provide all IT Help Desk and on-site Deskside
Support for Customer Support Services. The contractor shall provide all IT Help Desk and
Deskside Support for the GAO staff located at the Headquarters. In addition, phone support is
needed for staff in the eleven field offices located across the U.S. There is a single point of
contact for Headquarters and the field sites to initiate Help Desk support. The Help Desk
currently receives on average 3,800 calls per month and 1,500 email requests per month.
Approximately 7,700 incidents are opened per month. The 7,700 estimate reflects additional
direct requests to Deskside Support staff that may not come through the Help Desk (e.g.
walkups) and project-related activity such as replacement of new IT equipment. The call volume
will fluctuate given the work volume of the GAO analysts and the Congressional cycle. Once a
technician resolves the incident an email is sent to the customer asking them if their issue has
been resolved. After 3 days the incident is automatically closed unless the customer contacts the
Help Desk and says otherwise.

Incidents are captured in FrontRange ITSM and categorized by type. Approximately, seventy
percent of the total incidents relate to failures (trouble or problem calls), 20% are requests for
service, 10% are “how-to” questions. The majority of calls for failures relate to access to
documents in the GAO document management (DM) system, remote access, and forgotten RSA
SecurID tokens used for login. Requests for service are typically for telecom “Meet Me”
conference calls, video conference request, and audio visual equipment setup. The majority of
the “how-to” questions are for the DM system and the Outlook mail system. Calls shall be
responded to [AW Section J, Attachment E, SAMs. If the call cannot be resolved over the
phone the contractor shall continue resolution on the next business day. Historically, on average
there are 33 ’after-hours’ calls per month. See Section J, Attachment BB for Help Desk call
statistics.

The contractor shall provide customer support services for approximately 3,200 GAO and
contractor staff across the continental United States. Contractor support is needed to provide
direct support on-site to approximately 2,300 (2,000 Government and 300 contractor) staff in the
GAO Headquarters building across 6 floors. Phone support is needed for approximately 900
Government staff located in the 11 field offices. Currently contractor support is provided for a
central Help Desk located on the first floor in the GAO Headquarters building as well as
deskside support with contractor personnel physically located on floors 1, 2, 4, 5, 6, and 7. The
Help Desk room has low cubicle partitions that provide space for a maximum of 10 technicians.
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Thirteen cubicles throughout the building are available for Floor Support (3 on the first floor, 2
on the second, fourth, fifth, sixth, and seventh floors). All space and hardware will be provided
by the Government. See Section J, Attachment W for a list of GFI.

Deskside support is not required for GAO FO locations. Dedicated Federal staff provide
customer and overall engineering support in each field office.

C.34.1.1 INCIDENT MANAGEMENT/SERVICE REQUEST MANAGEMENT

The contractor shall utilize the GAO-provided Avaya PBX Call Management system to monitor
and distribute calls to the Help Desk. The Call Management system is currently not integrated
with the FrontRange tracking system. The contractor shall provide the following incident
management/service request management support at a minimum:

a. Help Desk support for the GAO network.

b. Provide Troubleshooting on all GAO workstations and peripherals IAW all specified
performance metrics.

c. Be the first point of contact for all customer facing IT requests (phone support and email).

d. Log all calls in the customer call tracking system (FrontRange ITSM) software to document
all customer problems and resolutions.

e. Maintain the GAO knowledge database of problems and their resolutions.

f.  Conduct Customer Quality Assurance surveys on all closed trouble and how to calls in
addition to periodic surveys as needed.

g. Provide initial problem resolution for all calls on IT hardware, software, and
telecommunications.

h. Respond to requests for service (loaner equipment, AV setup, VTC, Telecom service, etc.).

i. Escalate calls as appropriate.

j. Monitor the GAO Network for equipment outages, system and software problems, etc.,
through customer calling trends.

k. Provide new hire account testing and walk customer through the initial login process of RSA
SecurID Token setup, PIN and Windows password during orientation classes. New hire
classroom orientation, run by Federal staff, is held every other week and provides an
overview of how to access the GAO network and the major applications used by GAO.

C.3.4.2 DESKSIDE SUPPORT PROVISIONING

The contractor shall provide direct Deskside Support, including provisioning of IT assets, on
each floor of GAO HQ (except Floor 3, which is occupied by the Corps of Engineers). The
contractor shall be physically located throughout the GAO Headquarters building in close
proximity to the GAO customers to provide direct support. Deskside Support staff shall provide,
as a minimum, the following support:

a. On-site Deskside Support:

1. Complete all new employee account adds/moves/changes/deletions.
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2. VTC session setups.

Delivery and setup of all IT equipment (computers, monitors, printer, blackberries, etc.)

to include AV deliveries and setup.

4. Limited specific one-on-one “how to” support to individual customers

5. The contractor should be prepared to have one to two Deskside Support staff familiar
with specialized activities and software for GAO-specified groups in addition to their
normal duties. The specialized Deskside Support staff shall be able to provide standard
Deskside support as well as specialized support. Specialized support consists of
troubleshooting problems associated with the various software applications used by these
GAO-specified groups in conjunction with user work processes (see Section J,
Attachment W for a list of software). Currently, this support is provided to two such
GAO groups: The Applied Research Methodology Team and GAO Legal staff.

6. Database support for the customer call tracking system (FrontRange ITSM software).
This includes software updates; the creation of new categories, subcategories, types, and
service request forms; adding new users; providing demos to staff on how to use the
system; and upkeep of all system documentation.

7. Generate, monitor, and track open trouble tickets through resolution and report the
statistics to the GAO Customer Support Services Manager.

[98)

b. Deployment Planning and Implementation Support: The contractor shall periodically
assist GAO staff in the planning for and implementation of larger-scale provisioning or roll-
out activities such as new notebooks, new RSA SecurID tokens, new images, etc. The
contractor shall provide these services without loss in performance for other tasks.

The contractor shall track the monthly metrics in C.3.4.3 below and provide a Help Desk Report
(see Section F, Deliverable 46) that shall be placed in GAO’s official document management

system (DM), with the coding and access rights provided by GAO.

C.3.43 HARDWARE/SOFTWARE/ASSET MANAGEMENT AND LOGISTICS

The contractor shall provide services to all IT asset management functions using HP’s Asset
Manager software. Throughout this section, the term “asset” is used for both hardware and

software, and includes both electronic and physical copies of software. The contractor shall
manage and process the IT asset inventory as well as provide basic on-site hardware repairs.

The contractor shall be responsible for activities relating to the life-cycle management of IT
assets at the agency, including the maintenance and management of centralized inventory control
and configuration of information technology assets. The contractor shall operate and occupy the
ISTS Logistics and Hardware Management facilities at 441 G Street, NW, Room B125 (and
storage facilities at GAO headquarters). These services shall be provided on-site at the agency’s
facilities, for the entire duration of this Task Order. The salient characteristics of this task’s
physical scope are set forth below. The contractor should take special note that the SOPs must
be strictly complied with in providing the services in this area (see Section J, Attachment Z).
From time to time, special situations such as the delivery and provisioning of mass purchases
may require deviation from the SOPs. In these instances, the event-specific procedures will be
provided by the Government. See Section J, Attachment M for a list of the current inventory.
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C.3.4.3.1 INVENTORY MANAGEMENT

The contractor shall process and manage the IT asset inventory. It is critical that the inventory
be managed to account for peak periods such as the arrival of interns, major influxes of new
employees, and special events. The contractor shall manage (i.e., receive, store, disburse, and
identify for excess) agency IT assets, including, but not limited to, desktop computers, laptops,
printers, copiers, AV equipment (projectors, portable screens, data monitors, etc.) network
equipment (servers, routers, etc.) software and local consumables and, shall coordinate
maintenance functions for specified IT assets of the agency. The contractor shall make official
records regarding asset receipt available in a timely manner to GAO’s Facilities and Property
Management (FPM) staff. The contractor shall maintain appropriate copies of records it receives
regarding purchasing/invoicing in the context of managing IT assets.

The contractor shall maintain an inventory of replacement assets and spare parts to be used to
provide replacements, remedial maintenance and upgrades to IT assets used in GAO. This
inventory record shall be maintained on a real-time basis. Threshold levels must be maintained
in accordance with Section J, Attachment HH so that stock items are available. The field
offices maintain their own stock; however, the contractor shall refurbish those stocks as needed
by the field sites.

The contractor shall perform IT asset management operations from 6:00 AM to 7:00 PM,
Washington, DC local time, Monday through Friday (excluding agency holidays). The
contractor shall coordinate with the GAQO’s Facilities and Property Management unit to receive
IT assets into GAO facilities. Once FPM has officially accepted the equipment, barcoded it (as
appropriate), and entered the asset data into HP Asset Manager, the contractor shall move
material from the receiving area into a storage location in accordance with the established/agreed
upon storage procedures. The contractor shall complete all in-processing, including opening
boxes, completing any required acceptance testing (powering up as needed, etc.), and ensuring
secure storage within 2 business days. This process includes verifying, comparing against
packing slips and purchase orders, assessing equipment for damage (using procedures agreed
upon by ISTS staff), and notifying the vendor and agency personnel of any discrepancies.

a. Asset Tracking: The contractor shall provide hardware and software asset management
services throughout any asset’s life cycle. The contractor shall ensure accountability for
assets under its control and shall capture data in Asset Manager when assets are provisioned.
The contractor shall complete reconciliation activities; Asset Manager data compliance
activities, report generation, trend analysis, periodic inventory reviews, inventory
reconciliations, assist in asset management operational compliance reviews, and document
gathering and Asset Manager data maintenance for COTS software licenses. The contractor
shall work closely with GAO’s FPM staff (who “own” Asset Manager) to ensure that internal
controls are maintained. The contractor shall also work closely with ISTS’ Help Desk staff
to ensure that FrontRange ITSM is updated appropriately to ensure that actions related to
equipment provisioning are maintained appropriately in the customer’s record.
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b. Provisioning of Equipment: The contractor shall coordinate with Help Desk and/or
Deskside Support to provision equipment to users. The contractor shall respond to requests
for hardware and software through agreed-upon procedures. Processes/procedures will be
discussed and agreed upon prior to large provisioning events (e.g., rollout of new notebooks,
Blackberries, etc.). The contractor is typically responsible for ensuring that end-user devices
are provisioned with the appropriate image, etc.

c. Data Security: During the redeployment or distribution of hardware, extreme care shall be
taken with regard to the data that may be on the hard drives or other data-holding devices.
Upon receipt of assets that may contain data (laptops, towers, or external hard drives, etc.,)
the contractor shall ensure that the receipt of the asset is properly recorded in Asset Manager.
Further, the contractor shall hold the device for five business days in a storage area restricted
according to GAO requirements. Once the asset has past the five day holding period, the
contractor shall ensure that all data has been properly removed from the device using
software tools approved by the ISTS’ Information Systems Security Group and the Office of
Security. The contractor shall ensure that all devices being re-deployed or held in surplus,
are properly cleaned using this method.

d. Media Sanitation: Hard drives and other data holding devices, whether part of a
workstation, laptop, or stand-alone, shall be processed for disposal in accordance with
established procedures. The contractor shall certify that such action has been taken.

e. Distribution to Field Offices: The contractor shall distribute IT assets to and receive
returned assets from agency locations nationwide. The contractor shall prepare all items for
shipment and delivery to the GAO receiving unit or mailroom, as appropriate. Extreme care
shall be taken to obtain receipts from receiving unit and mailroom staff. The contractor shall
order and maintain adequate shipping supplies. Actual shipping costs outside of the DC
metro area shall be borne by the GAO.

C.3.4.3.2 BASIC REPAIR AND WARRANTY MANAGEMENT

The contractor shall perform basic HQ’s on-site hardware repairs and shipping out of hardware
for warranty repair/replacement. GAO performs minimal diagnostics and basic hardware repairs
only. As part of basic repair, the contractor shall replace electronic components (e.g. cards, fans,
power supplies) or replace entire units. All major repairs and needs for replacement units are
handled by means of warranties or other types of maintenance agreements. Items mailed out of
GAO for repair or replacements include, but are not limited to, notebooks, hard drives,
motherboards, docking stations, and monitors. As defective customer-specific devices
(notebooks, workstations, monitors, keyboards, etc.) are typically swapped out immediately at
the customer's office in order to avoid downtime, the determination of what to do with any such
item is generally made in the contractor’s work area. The contractor shall determine whether any
given item is (1) reparable on-site by contractor staff, (2) reparable but requires work by a
manufacturer or other authorized vendor, or (3) irreparable. Items falling under categories (2) or
(3) may be covered by either a warranty or maintenance agreement. If not covered by any such
agreement, irreparable items are excessed in accordance with SOPs. Maintenance agreements
will be provided as GFI (see Section J, Attachment DD). Devices containing data will
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generally be wiped clean using software tools provided by the ISTS’ Information Systems
Security Group and the Office of Security prior to sending them to the vendor for repair or
replacement unless special circumstances warrant agreement between ISTS/CRG and ISTS/ISSG
that the device be sent forward “as is.” See Section J, Attachment X for historical data
regarding break-fix incidents.

C.3.4.3.2.1 REPORTING (BASIC REPAIR AND WARRANTY MANAGEMENT)

The contractor shall track the elements contained in the SAMs (see Section J, Attachment E)
and provide a Hardware Maintenance and Repair Report (see Section F, Deliverable 11) that
will be placed in GAO’s official document management system (DM), with the coding and
access rights as agreed to by GAO. The contractor shall provide the following:

a. Listing of all assets capable of holding data sent out for warranty repair/replacement and the
status of each asset, including the turnaround time between shipments from GAO to receipt
in GAO. Any items whose turn-around-time (TAT) exceeds that anticipated shall be
specifically noted along with the reason for the excessive time.

b. Listing of all Assets capable of holding data sent to and received from the FO staff and the
status of each asset, including the TAT between shipments from GAO to receipt in GAO.
Any items whose TAT exceeds that anticipated at the time of shipping shall be specifically
noted along with the reason for the excessive time.

c. Beginning and end-of-month quantity levels for key assets including but not limited to
notebooks, monitors, servers, printers, mice, keyboards and hard drives.

Current hardware inventory procedures include use of a spreadsheet that tracks inventory levels
and generates alerts when reorder thresholds are met. The contractor shall provide

recommendations to increase the efficiency and effectiveness of this process.

C.3.4.4.2.2 DEPLOYMENT PLANNING AND IMPLEMENTATION

The contractor shall periodically assist GAO staff in the planning for and implementation of
larger-scale (historically, 1-3 additional staff for 8-12 weeks through implementation)
provisioning activities for items such as new notebooks, new RSA SecurID tokens, and new
images. Depending on the nature of the effort, specialized knowledge and experience will be
required. The contractor shall maintain required performance levels in daily tasks/requirements
during these times.

C.3.5 TASK S: OPERATION SUPPORT SERVICES

See Section J, Attachment Y for historical processes relating to operational support.

C.3.5.1 OPERATION SUPPORT SERVICES OVERVIEW

Operational support services provide the day-to-day operational support at GAO Headquarters,
GAOQ’s 11 Field Sites, and GAO’s Alternate Computing Facility (ACF). For the GAO Network
services to be effective, such services require a collaborative work environment between
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network, server, application, and security responsibilities to ensure the availability and
effectiveness of IT services for GAO.

The Engineering and Operations Group (EOGQG) is responsible for the majority of support
activities in maintaining the operational IT services and ensuring the availability of that service.
The EOG oversees an Infrastructure Monitoring Center (IMC) which is the initial monitoring
and problem-solving function. The IMC identifies degraded services and resolves or escalates
those issues to dedicated IT professionals supporting that area of expertise. EOG services also
include server provisioning, administration, and maintenance. In addition, the EOG services
include managing the transport mechanisms that support the communications across all
networking devices. In maintaining the GAO infrastructure, patching and upgrading of existing
technologies is a routine service and deployment of new applications and technologies is a
coordinated event.

The GAO provides information security measures to comply with the technical, operational, and
management controls associated with GAO’s information systems, applications, and network. In
simplistic terms, information security is implemented from both a technical and compliance
perspective. To effectively support this effort, the GAO has followed a “defense-in-depth”
approach in the implementation of technologies, policies, and procedures necessary to protect
GAO information systems and information from denial of service, unauthorized disclosure,
modification or destruction of data on the GAO network or the information processed within.
The Information Systems Security Group (ISSG) is responsible for the effective implementation
of security controls throughout the GAO, with specific responsibilities in Protection and
Detection Services.

The Protection and Detection Service provides the technical implementation of GAQO’s security
policies by implementing “best practices” in providing a layered approach to perimeter, network,
and endpoint device and data protection. This service operates a Security Operations Center
(SOC), which is responsible for the implementation and maintenance of security technologies,
monitoring system and network events, detecting security attacks and breaches, coordinating
response to security incidents, conducting forensic assessments, identifying vulnerabilities and
assessing their risks, ensuring security solutions align with the GAQ’s architecture, and
supporting security assessments and authorizations.

There is one SIPRNET enclave located in the SOC and there is one enclave located in 10 of the
11 field offices. There are approximately four work stations with each enclave. Of GAQO’s 232
applications, 35 have been designated as requiring FISMA compliance. All FISMA
certifications are done at the moderate level. The only application on the SIPRNET itself is e-
mail.

The primary GAOI of the operational support services is to ensure a secure and operationally
effective infrastructure to support the confidentiality, integrity, and availability of IT services.

C.3.5.1.1 OPERATIONAL INITIATIVES AND SCHEDULING SUPPORT
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The operational initiatives and scheduling support activity is responsible for ensuring that an
Integrated Master Schedule (IMS) is maintained that includes all tasks including regularly
scheduled maintenance, operational support initiatives and those tasks associated with the
completion of SCRs. The IMS is a tool used by ISTS management to ensure timely reporting
and informed decision making as it relates to the health and operational status of the GAO IT
operational/QA/Test/Dev environment. Currently the integration of the schedule is performed by
GAO using a combination of Microsoft products. The Government desires a fully integrated
solution (see Section J, Attachment YY for the IMS template). The contractor shall:

a. Develop and maintain an IMS (see Section F, Deliverable 12) that includes an account of
the resources applied to each task and updates to support scheduled status meetings.

b. Participate in, and contribute to, GAO meetings to discuss/determine resource allocation and
resource contention in accordance with Government priorities/expectations.

c. Maintain a Risk Register associated with the IMS.

Note: The IMS along with existing tools and processes are part of an integrated decision
management approach to operational risk management. The outcome of IMS status meetings is
the capture of task related risks, level of effort, priorities and timelines as well as the action items
assigned by the Government in support of this task area.

C.3.5.2 MONITORING SERVICES

The contractor shall use current management tools (Solarwinds) to perform proactive monitoring
of the network architecture and all services end-to-end as well as changes to device
configurations. The contractor shall track all network component failures and escalation actions.
A system trouble ticket (FrontRange ITSM Ticket) will be generated and escalated for follow-up
and troubleshooting purposes. Output from Solarwinds monitoring is not currently integrated
with the FrontRange tracking system. Currently, the process for monitoring, notification,
escalation, and reporting is semi-manual. Solarwinds generates events that are documented in
ITSM as incidents. The tickets are escalated via a deliberate action taken by a system user who
forwards/places that ticket in the appropriate queue. Notifications for tickets are generated by
the system to alert queue members of the ticket’s presence. Reporting is both automatic based
on predetermined formats and distribution lists as well as on an ad hoc basis. The contractor
shall ensure the following functions are accomplished:

a. Provide performance monitoring and management of GAO’s Core Services that are defined
below. The contractor shall provide a Service Report (see Section F, Deliverable 13) that is
readily accessible by the Government for monitoring and validation purposes.

b. Participate in joint meetings regarding performance measurements and reporting.

c. Collaborate with the Government (within 60 days of project start) to develop measurements
that provide a comparison between contractor actual performance against Government-
desired performance and provide Government-specified reports documenting these
measurements.

All collected results from monitoring activities are currently analyzed using MS Word.
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For a more detailed understanding of the network topology and the devices it supports, see
Section J, Attachment J and Attachment JJ.

C.3.5.3 INFRASTRUCTURE MONITORING CENTER SERVICES

The Infrastructure Monitoring Center (IMC) collaborates as a team (contractor and Government)
and performs functions from a central room at GAO headquarters to enhance and optimize
operational abilities and service capabilities in monitoring and managing IT services for the
agency. The current capacity for the IMC holds up to eight contractor personnel. The IMC shall
be monitored 24x7. Monitoring staff will be onsite 24x7, excluding Federal Holidays when on-
call engineers will respond to alerts. The IMC provides network fault and performance
monitoring, problem tracking, and escalation to ensure continuity of operations.

C.3.5.4 SECURITY OPERATIONS CENTER SUPPORT SERVICES

Security Operations is responsible for assuring that all of the security controls needed to protect
the systems and data are properly implemented. Security Operations provides the technical
implementation of GAQ’s security policies by implementing “best practices” in providing a
layered approach to perimeter, network, and endpoint devices and data protection. This service
operates a Security Operations Center (SOC), which is responsible for but not limited to the
implementation of security technologies, monitoring systems and network events, detecting
security attacks and breaches, coordinating responses to security incidents, and reporting
vulnerabilities. Staff will be onsite during core business hours to respond to alerts. After hours,
and on Federal Holidays, on-call engineers will respond to alerts. The SOC is physically located
at the GAO headquarters. The space of the SOC has the capacity to accommodate GAO’s
contractor personnel.

The SOC operates primarily within the operations portion, but has additional responsibilities
within the engineering processes that support the business and design functions of ISTS.

C.3.54.1 REMOVED

C.3.5.5 PHYSICAL INFRASTRUCTURE AND MAINTENANCE SERVICES

This service is for the management and maintenance of the physical infrastructure of GAO’s IT
Operations. It involves the management of inventory and the installation and physical
configuration of hardware devices.

C.3.5.5.1 DESKTOP SERVICES

The support provided under this task area is required to meet the needs of all GAO users. GAO
users include Standard, Elevated, Power as well as Remote Users and users at alternate work
locations. ““Standard” refers to the general user desktop requirements associated with the FDCC
configuration applied to most GAO laptop and desktops. “Elevated” refers to the specific
application level privileges needed to launch and use specialty applications not included in the
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standard image. “Power” refers to the desktops and laptops that require administrator level or
the equivalent level of privileges.

Service will include users at GAO Headquarters in Washington, DC and within the 11 field sites
across the country and will cover approximately 3,200 Government and contractor personnel.

C.3.5.5.1.1 SUPPORT HARDWARE/ENDPOINTS

The contractor shall provide support for the following:

a. Desktops, laptops, thin clients, statistical/ ARM computers, PCs used within both connected
and off-net LABs.

b. Access to GAO server resources, data, systems, printers and peripherals.

c. Operating systems (OSs), Commercial off the Shelf (COTS) software, and custom developed
software.

d. Access to the GAO wide area network (WAN) and the Internet.

e. Support for deployment of technical refresh of GAO’s computing endpoints. GAO’s policy
is to do rollouts of new equipment/features as single event.

f. Training and Conference Room Support.

GAQ’s standard hardware and configurations are subject to a quarterly review which may
change depending on available hardware from manufacturers and the incorporation of evolving
technology. The Government will consider future hardware purchases, such as tablet computers
and mobile devices with varying OSs. Hardware and software maintenance renewals will be
coordinated through this Task Order. See Section J, Attachment W for a complete list of all
current software tools. Other future technology yet to be defined may also be included (e.g.
virtual desktops). The contractor shall provide the following support:

a. Installation, implementation, provisioning, maintenance, de-provisioning, decommissioning,
removal, and disposal of IT infrastructure through GAQO’s Office of Facilities Management.

b. Maintain an awareness of the quality, efficiency, and cost-effectiveness of all services
provided, with a continuing emphasis on devising and developing better methods and/or
procedures to provide the IT infrastructure required by the GAO user community to meet
present and future needs in support of GAO’s mission.

c. Coordinate and collaborate with other GAO infrastructure IT service providers (e.g. VoIP,
PBX, switches, routers, hubs, Wireless LANs, network wiring, mobile telephone services,
landline telephones, audio/video equipment and services).

C.3.5.5.1.2 SUPPORT DESKTOP OPERATING SYSTEMS

ISTS is responsible for supporting desktop images throughout the agency, including those for
general purpose users, and several special purpose environments. GAO is currently supporting
Windows XP with an integrated suite of productivity software that includes Office 2007,
Outlook 2007, Internet Explorer 8, Adobe Acrobat 9, and OpenText DM 5.2.1. GAO also
supports special purpose desktop images for the Graphics and Publishing group; Tax audit
group; and statistical analysts; each of which has specific software and computing requirements.
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GAO intends to migrate all agency desktops to Windows 7 by April of 2014. The contractor
shall provide the following support:

a. Manage the build, maintenance, and patching of each desktop image. Maintenance images
will be created on a monthly basis for physical desktops.

b. Support a mixed environment of virtual and physical desktops.

c. Ensure that Desktop OS images are fully functional and operate as intended on systems using
the Federal Desktop Core Configuration (FDCC). This is based on the latest GAO-approved
version of Windows. The standard installation, operation, maintenance, updating, and/or
patching of software should not alter the configuration settings from the approved FDCC
configuration. The information technology should also use the Windows Installer Service for
installation to the default “program files” directory and should be able to silently install and
uninstall. Applications designed for normal end users should run in the standard user context
without elevated system administration privileges. The contractor shall use Security Content
Automation Protocol (SCAP) validated tools with FDCC Scanner capability to certify their
products operate correctly with FDCC configurations and do not alter FDCC settings.

C.3.5.5.1.3 DESKTOP APPLICATIONS

ISTS manages around 200 special purpose and limited license applications for the GAO user
community. These applications are currently delivered via Novell ZenDesktop application
objects, which will transition over to virtual applications as the migration to VDI occurs.
Version updates and patches are integrated into application objects, which are Quality Assurance
(QA) tested prior to scheduling for delivery to end users.

The contractor shall support the following functions:

a. Support, develop, maintain, and document GAOs Base Image Build and Deployment
procedures.

b. Provide technical assistance for defining GAO Base Image(s) specifications for in-scope
Hardware.

c. Develop and document detailed technical specifications that define and support the build,
test, and deployment plans for the standard GAO Base Image(s).

d. Build GAO Base Images for in-scope hardware.

e. Conduct system-level and End-User testing of GAO Base Image(s) to validate that they
perform in accordance with the approved specifications and that they can be deployed
successfully and operate with all supported applications, hardware and software.

f. Provide necessary utilities/tools to maintain and ensure compliance with GAO Base Image
deployment/management policies and procedures.

g. Deploy approved GAO Base Image(s) on applicable hardware.

h. Support and administer standard software distribution tools.

i. Recreate End-User desktop environments to their previous state including base build plus all
End-User-specific features, functions, and applications.

j.  Automate GAO Base Image deployment processes (e.g., remote electronic upgrading of
desktop images).
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k. Participate in deployment reviews and respond to recommendations and guidance from EOG
staff as it relates to process improvement.

C.3.5.5.1.4 REASONABLE ACCOMMODATION/SECTION 508 SUPPORT

The functions to be performed by the contractor under this activity are support for GAO in its
GAQIs of achieving compliance with the statutory requirements of Section 508 of the
Rehabilitation Act, for access to electronic and information technology (EIT) to persons with
disabilities. GAO is required to ensure that its Services and Staff offices’ websites, applications,
documents, forms, and records are Section 508 compliant. To that end, the contractor shall
provide assistance with integrating assistive technology in the form of specification design,
compliance testing, validation, verification and/or remediation of websites, and for software
applications and documentation in the areas including but not limited to the following:

a. Software applications and operating systems including commercial off-the-shelf application
(COTS).

b. Web-based intranet and internet information and applications, including support
documentation (e.g. PowerPoint presentations, PDFs, etc.).

C.3.5.5.2 DATA CENTER SERVICES

The contractor shall perform the following facility management activities for the data center and
test support facilities located at GAO headquarters in Washington DC:

a. Communication: track and report any anomalies noted within the data center and test
support center within 10 minutes of discovery. Notifications should be initiated via the
Netlog or FrontRange ITSM.

b. Monitoring: monitor servers, UPS, appliances, and peripherals for fluctuations in power,
temperature, or other significant operating environment conditions. Staff will be onsite
during core business hours to respond to alerts. After hours, and on Federal Holidays, on-call
engineers will respond to alerts. The contractor shall also monitor and report unauthorized
accesses to the data center or test support facilities.

c. Coordination: ensure all resources required to address facilities-related issues are identified
and available.

d. Documentation: ensure that all of the documentation required to manage the data center
(rack-elevation drawings, system shutdown procedures, emergency response procedures,
etc.) is up-to-date and readily available to authorized individuals (see Section J, Attachment
MM and Section F, Deliverable 38).

The contractor shall also provide the Government with process improvement and efficiency
recommendations and solutions as they relate to capacity planning, preventative maintenance,
energy and space efficiency, power, cooling, virtualization, and automation.

GAO utilizes APC Infrastructure Management solutions to control and monitor power in the data
center and in the event of an extended power outage to enable automated server shutdown.
Devices such as individual branch circuits, temperature data points, transfer switches, cooling
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devices, and UPS are managed and monitored at the rack level. Power failures and elevated
temperatures are examples of events that if not addressed impact network availability. Timely
information allows corrective action to be taken before equipment is damaged or fails and is
critical to a smooth data center operation. Incidents are transmitted to engineers through alerts
generated by HP OpenView or Nagios. At a minimum the contractor shall provide the following
facility management support:

a. Install, configure, and manage software and devices that monitor the data center
environment.
b. Install, configure, and manage UPS monitoring devices.
c. Monitor environmental issues such as heat, humidity, and air conditioning - taking corrective
actions when appropriate.
d. Daily system availability checks for power, batteries, environment, and security systems.
1. Power (UPS)
The contractor shall conduct site surveys to assess site needs for electrical power
requirements and analyze hardware power requirements as well as HVAC effects prior to
upgrades and new equipment installs. The contractor shall ensure that they perform
server power load balancing as equally as possible among each of the power phases on
the three-phase PDU’s.
2. HVAC
The contractor shall monitor the temperature of the LAN Operations Center (aka the Data
Center) and LAB’s via the APC and other facilities-related monitoring and reporting
systems and report suspected malfunctions or high temperature concerns to building
facilities services.
3. Space/Rack
The contractor shall conduct site surveys of each server rack prior to installing a server
and verify that the rack has the necessary room, power, cooling and peripheral support
required.
4. Cabling
The contractor shall adhere to existing cabling standards and use color-coded patch cords
in the LOC when patching servers and patch panels.

C.3.5.5.3 SERVER APPLIANCE SERVICES

This service area provides engineering-related support for the server/appliance related operations
and maintenance support services. The contractor shall perform the following:

a. Recommend engineering requirements and policies related to System Change Request (SCR)
related activities.

b. Develop, document, and maintain in the SOPs, engineering procedures that meet
requirements and adhere to defined policies.

c. Develop and deliver engineering plans related to SCRs.

d. Perform engineering functions required to implement design plans for SCRs.

e. Perform engineering functions required to implement and manage components related to
SCRs
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f. Manage SCR-related engineering efforts using established project management tools and
methodologies.

g. Maintain software release matrices across development, QA, and production environments
and networks.

h. Evaluate all new and upgraded service components or services associated with SCRs for
compliance with ISTS security policies, regulations, and procedures.

i.  Assess and communicate the overall impact and potential risk to service components prior to
testing completion.

j. Conduct integration and security testing for all new and upgraded equipment, networks,
software or services to include unit, system, integration and regression testing based on
requirements defined in SCRs.

k. Stage new and upgraded equipment, software or services to smoothly transition into the
existing environment based on requirements-defined SCRs.

1. Perform configuration management and change management activities related to integration
and testing of SCR-related systems or services.

C.3.5.5.4 OPERATING SYSTEM SERVICES

The support provided under this service area shall include routine and emergency changes to the
Linux, Microsoft, and Novell operating environments based on EOG priorities to ensure
production and non-production systems remain operational and available to GAO users. The
contractor shall maintain the current environment (operating systems levels, servers) and provide
recommendations for software version levels and hardware capacity. There is no current SOP
for providing these recommendations, but the contractor shall consult with GAO personnel on
such recommendations. Operating system services include those systems that involve GAO
supported Internet/Intranet services. Core OS services are related to systems administration,
troubleshooting, reconfiguration, and capacity analysis for the OS platforms defined below in the
production, QA, test, and development enclaves. The following is a list of tools used to support
the current operating system environment:

a. Linux RedHat - GAO supports multiple versions of RedHat within the production, QA, test,
and development enclaves. The Linux environment also includes the use of cobbler and
puppet to build and maintain a standard build environment. At the current time there is no
plan to move off of RedHat.

b. Microsoft Windows - The GAO environment currently supports a Windows 2003 and
Windows 2008 environment. Security and other OS related patches are managed through a
WSUS deployment infrastructure. At the current time there is no plan to migrate from the
Microsoft Windows platform.

c. Novell - The current Novell infrastructure consists of eDirectory 8.7.3 and Netware 6.5. This
operating environment is being phased out and is not expected to be supported beyond the
first six months of the TO’s base period. The primary purpose of this environment is to
support the desktop management platform (ZEN Configuration Manager).

C.3.5.5.5 VIRTUALIZATION INFRASTRUCTURE SERVICES

The contractor shall support virtualization infrastructure services using the following tools:
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a. VMWare Vsphere - GAO is in process of implementing a virtualization infrastructure for
the headquarters data center that will be hosted on HP hardware running the vSphere ESXi
5.1 hypervisor. The virtualized infrastructure will be managed using tools associated with
the VMware and Solarwinds management suites.

b. Virtual Desktop - GAO is undertaking an effort to provide a VDI using Virtual Desktop.
The VDI environment will deliver a Windows 7 corporate image that includes integrated
desktop software, including but not limited to Microsoft Office 2010, Outlook 2012, Adobe
Acrobat 10, and OpenText DM 5.3. The Virtual Desktop environment utilizes a provisioning
service to provide virtual disk streaming. GAO anticipates requiring 5 golden desktop
images. The contractor shall update the desktop engineering documentation (see Section F,
Deliverable 42). GAQO’s refresh cycles will change as a result of the VDI effort. The current
model for technical refreshes is driven by new technical requirements that dictate changes in
equipment. Once VDI is in place, the model for notebook replacements, servers, and telecom
equipment will be more defined.

c. Virtual Applications- GAO plans to transition desktop applications that will not be included
in the base Desktop image(s) to a virtual application environment. GAO intends to use this
for special purpose user groups (such as data analysts and graphics/publishing) and limited
licensing applications. These applications will be delivered via the VDI environment, and be
presented to users in conjunction with their virtual desktop. GAO anticipates needing up to
10 desktop images for the delivery of special purpose applications to targeted user groups.

C.3.5.5.6 STORAGE SERVICES

The period of performance for support of the EMC NS960 ends during the life of the TO. The
contractor shall manage the storage solutions and provide technical input for acquiring the
storage solutions and manage allocation of storage and replication of data via storage

technologies. The Government anticipates reevaluating its enterprise storage solution during the
life of the TO.

ISTS currently supports the following storage components:

a. EMC NS 960 - The EMC NS960 consists of the Clariion and Celerra components of the
EMC line, using iSCSI for server to SAN protocol and mainly CIFS as a NAS protocol
(although NFS is used). The storage solution uses EMC’s Recoverpoint to copy SAN data
from the HQ NS960 to the ACF NS960. The storage solution uses EMC’s Celerra Replicator
to copy NAS data from the HQ NS960 to the ACF NS960.

b. EMC NX4 - Currently, each FO uses an NX4 as SAN storage for Oracle and Exchange 2007
and NAS storage for files. GAO will move to Exchange 2010 by April 2014. The storage
solution uses EMC’s Celerra Replicator and Replication Manager to copy data from the FO
NX4s to the ACF NS960.

c. HP Modular Storage Arrays - Modular Storage Arrays are used as direct attached storage for
temporary solutions with large storage needs.

C.3.5.5.7 REMOTE ACCESS SERVICES — VPN SUPPORT
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GAO uses a client-based software called Network Connect to allow users to authenticate via
Juniper VPN devices and mount their GAO-issued notebook computer to the production network
while working remotely. This capability provides production network capabilities to GAO’s
teleworkers while working on a non-GAO internet connection. This software also utilizes a
script to authenticate to Novell to ensure the download of Novell delivered application objects
and security patches. Network Connect is restricted for use on a GAO notebook only. Security
rules on the portal, will deny access to non-GAO notebooks attempting to connect through
Network Connect. All non-GAO computers are required to access GAO resources through the
Web Portal. GAO’s enterprise telework policy (for GAO HQ and field offices) allows for
certain amounts of both occasional and regularly scheduled telework. Currently, the field offices
have expanded this policy and those employees are encouraged to telework 50 percent of the
time.

Remote Access Services Support - The remote access interface (e.g. GAO Remote Access
Portal) is divided into two components. The first component consists of web links to intranet
applications such as e-mail, WebTA, the intranet home page and the like. For these web links to
work, the Juniper VPN concentrator provides a secure socket layer (SSL) connection with two
factor authentication and serves up the web page. In addition, JAVA is used to connect to the
aforementioned applications via the remote access web interface. JAVA is used to ensure
applications will run on many different kinds of computers including PC and Macintosh running
various operating systems and web browsers.

The second component of the remote access interface is GAO’s remote desktop services. The
remote desktop provides users with a choice for whether they are connected from a Microsoft
operating system or a Linux or Apple operating system. Microsoft-based home computers utilize
Terminal Services to access a hosted-shared Windows XP GAO desktop. Apple or Linux-based
home computers utilize Citrix Presentation Server 4.5 to access a hosted-shared Windows XP
GAO desktop.

All external access to GAO systems is through VPN.

C.3.5.5.8 DATABASE SERVICES

ISTS provides centrally managed database administration services. Database Administrators are
responsible for providing a stable, compliant infrastructure for all in-house application services.
ISTS currently supports 13 pre-production Oracle Servers, 28 production Oracle Servers, 7
continuity Oracle Servers, 6 production MS SQL Servers, and 2 continuity MS SQL Servers.
The Database Administration team supports legacy applications that have typically used Oracle
(COTS) or MySQL (Web) for development purposes and MS SQL (OTS) for many
commercially available products.

Specific tools used to support Database Services include:

1. Oracle Database Enterprise Edition (11g).
2. Oracle Grid Control.
3. Oracle Database Diagnostics Pack.
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4. Oracle Database Tuning Pack.
5. Embarcadero Rapid SQL.

6. Quest TOAD.

7. MS SQL Developer.

8. MS SQL 2005.

9. MS SQL 2008.

10. MySQL.

Databases are monitored, maintained, and backed up by the Database Administration Team.
Oracle RMAN is used for backups which are run every evening at 8:45. Oracle Dataguard is
used to replicate servers to the continuity servers at the ACF. MS SQL replicates to the
continuity servers at the ACF.

The contractor shall provide the following Database Administration support:

1. Create, manage, monitor databases.

2. Maintain the MS SQL Cluster server implementation.

3. Deliver specific quarterly reports (see Section F, Deliverable 23) based on database
monitoring for compliance and oversight purposes (see Section J, Attachment KK for
the template for the Quarterly Report).

4. Perform monthly maintenance per approved schedule, outside of normal business hours

(currently third Saturday of the month and sometimes Sunday).

Perform twice annual password change process.

Perform quarterly database patch process.

Monitor the database support helpdesk queue.

Maintain task listing for project and operational support.

Maintain standard set of monitoring metrics on database status, security, auditing, and

performance.

AR SRR

C.3.5.5.9 BACKUP AND RESTORATION SERVICES

The contractor shall provide “backup services” to replicate and restore data to tape in support of
GAO continuity requirements. Infrastructure used to provide that support include:

a. Symantec Netbackup — The Symantec Netbackup infrastructure is used to perform backups
of systems to tape at HQ. All data residing on FO NX4 and servers is backed up to tape with
FO local tape drives. All data residing on the HQ SAN (after being replicated to the ACF by
the EMC Recoverpoint appliances) is backed up to tape at the ACF. All data residing on the
HQ NAS (after being replicated to the ACF by EMC Celerra Replicator) is backed up to tape
at the ACF using the Netbackup NDMP option.

b. Quantum Scalar 1500 Tape Libraries — Two Quantum Scalar 1500 tape libraries are used.
One at HQ, used to back up the HQ Exchange infrastructure and to perform restorations of
LTOS tapes. The other is at the ACF, used to send all the replicated EMC NS960 SAN/NAS
to tape.
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Backup ‘jobs’ are coordinated after business hours and include incremental Monday through
Thursday and weekly full backups on Friday nights. Backup tapes are rotated to an off-site
service monthly.

C.3.5.5.10 DOCUMENT AND RECORDS MANAGEMENT SERVICES

The GAO uses a Document and Records Management solution to provide document and record
control services to staff. The solution uses OpenText DMS5 with an Oracle 11g database and
custom OpenText coding. Support of the OpenText infrastructure involves support for resolving
customers’ problems with client server applications and OpenText DMS5, modifying or deleting
data in database tables when necessary, or resetting system codes to allow users access to needed
records. Common troubleshooting of OpenText DMS5 issues involve users rights to libraries,
archival of documents, integration with MS Office products, and the technical design of GAO’s
OpenText DM 5 implementation.

Specific tools used to support Document Management include:

1. OpenText DMS5.

2. OpenText RM Administration Tool.
3. OpenText (GAO custom) File Plan Replication tool.
4. Embarcadero SQL.
5. JRB Utilities.

6. Programmer’s File.
7. MS Visual Studio.

8. Ztreewin.

9. AppSightSystem.

10. Black Box (Docsfusion diagnostics).

The contractor shall provide the following DMS5 /Oracle Database Administration support:

1. Create and manage DM users and groups.

2. Perform maintenance tasks such as data archival, and performance fine-tuning.
3. Perform standard monthly maintenance activities.

4. Check DMServer Report.

5. Check Hback Report.

6.

Deliver standard reports to functional groups, including:
a. File Contents Report — RM.
b. Job Code Content Report — RM.
c. Benchmark Report.
d. Applications Support Daily Report (status report on DM Systems).
7. Provide Document Management specific Disaster Recovery and COOP support,
specifically:
1. Maintain the Document Management Architecture at ACF ensuring the design
configuration will support GAO in the event of a DR or COOP event for both HQ and
FOs.
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2. Enable GAO staff to access their documents in the event of a DR or COOP event.
Provide support at annual DR/COOP exercises.

C.3.5.5.11 MESSAGING SERVICES

The contractor shall operate, maintain, and administer email and messaging services such as
Outlook, Blackberry Enterprise Servers (BES), Good Technology, and RPost. Messaging
services support provides management of all mail servers across the GAO network for
Headquarters, 11 Field Offices and the ACF.

Specific tools used to support Messaging Services include:

1. Microsoft Exchange.

2. Microsoft Outlook.

3. Blackberry Enterprise Server (BES).
4. Good Technology.

5. RPost Registered Email.
6. Quest Spotlight on Messaging.
7. Quest Message Stats.

8. Quest Archive Manager.

9. TrendMicro Virus Scan.

10. Anti-Malware.

The contractor shall provide the following Messaging Services support:

1. Report Monthly Statistics (see Section F, Deliverable 34) on incoming and outgoing
mail from GAO using Outlook and Microsoft Exchange following implementation.
Perform weekly and monthly maintenance on all servers.
Perform email restoration functions via backup tapes.
Create/delete email accounts.
Create/delete mailing lists.
Process all email held in spam quarantine areas.
Provide status updates/reports to senior management as requested.
Email Restores.
CAPNET email support.
10. License Management.
11. Incident Support.
12. Management of BES.
13. Account creation/deletion.
14. Device configuration/initialization
15. Support for trouble calls relating to Blackberry service.
16. Provide Messaging Services for specific Disaster Recovery and COOP support,
specifically:
1. Maintain Messaging Architecture at ACF ensuring the design configuration will
support GAO in the event of a DR or COOP event for both HQ and FOs.
2. Provide GAO staff with access to their email in the event of a DR or COOP event.

Contract Number GS00Q09BGD0055
Task Order GSQ0014AJ0032
Modification PS39 PAGE C-32

e A o

X



SECTION C -PERFORMANCE-BASED STATEMENT OF WORK

3. Provide support at annual DR/COOP exercises.

C.3.5.5.12 TELECOMMUNICATIONS NETWORK INFRASTRUCTURE AND
SERVICES

The contractor shall provide oversight, coordination, support, and maintenance for Government
Furnished Services (GFS) and infrastructure assets. These services include components which
are physical devices, applications, and technical tools, i.e. Government Furnished Property
(GFP) that are connected to GAQ’s network and covered by third party maintenance agreements,
e.g., Cisco SMARTNET. Several telecommunication services are provided by third-party
service providers and under these circumstances, the contractor shall be GAO’s liaison to the
applicable service provider and ensure operational activities are achieved. The liaison acts on
behalf of the Government during diagnostics in a technician to technician type of relationship.
The services and activities apply to the equipment and services listed in Section J, Attachment
W.

Telecommunications include the following areas:

a. Networking (e.g. LAN, WAN, MAN, Internet, WLAN, and other agency networks such as
CAPNET, House, and Senate connections at GAO HQ).

b. Video (IP/TV, Cable TV, VTC, Web Conferencing).

c. Mobility (Enterprise smartphone/mobile device gateways and applications).

d. Security (Policies, Guidelines, Security Plans, Settings, Passwords, etc.)

C.3.5.5.12.1 ACTIVITIES

The contractor shall provide the following operational activities associated with
telecommunication network infrastructure and services. The contractor shall update the
telecommunication SOPs as changes in the process occur. The contractor shall also conduct a
semi-annual review of the SOPs for accuracy (see Section F, Deliverable 37).

a. Monitoring and Reporting for continued performance:

1. Collect and correlate network alerts and SNMP data feeds that provide GAO with GFP
equipment and services information to include third-party services as applicable.

2. Proactively detect problems, respond to alerts and promptly report anomalies that

adversely affect telecommunication services and quality.

Provide notification of alarms, anomalies, and service interruptions.

4. Monitor availability of infrastructure, applications, and services.

(98]

b. Configuration Management:

1. Regularly perform equipment configuration backups, in order to ensure the availability of
recent configuration data for restoration purposes.

2. Provide GAO access to backup logs and configuration information as defined by standard
operating procedures.
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3. Ensure all configuration activities, manual or automated, are executed.

4. Configure Government Furnished Property (GFP) VTC equipment to interface with other
Government agencies, universities, civilian businesses, foreign bureaus, and telephone
companies to facilitate interoperability with GAQO’s private network, applications, and
services.

c. Maintenance: Performed as necessary and defined by the Government’s advanced operations
team to include security patches and upgrades. The contractor shall follow the change
review board process to receive approval to execute maintenance. Maintenance activities
shall be executed to accomplish the following:

1. Remedial maintenance: Result of an operational anomaly to restore normal operating
conditions.

2. Preventative maintenance: Predetermined intervals or criteria to reduce risk of failure or
performance degradation of the infrastructure, applications, tools, and services.

3. Routine maintenance: Small-scale activities (usually requiring only minimal skills or
training) associated with regular (daily, weekly, monthly, etc.) and general upkeep. This
maintenance ensures the infrastructure and services are kept in good condition, are
secure, and provide a long operating life.

d. Installation and Implementation: Perform Operational Upgrades and Break/Fix activities
associated with hardware, software, and applications to include but not limited to rack/cable
installation and device/application configurations and patches delivered by the advanced
operations team.

e. Account Management: Create, to include assignment of privilege levels approved the GAO,
and deactivate user application accounts associated with applications and management tools.

f. Performance Monitoring and Measurement: Monitor system/application performance, report
the results, and escalate problems when they occur to include near real time and historical
statistics. Report Performance Information (see Section F, Deliverable 36) including
equipment data; availability, throughput and delay statistics; and application-level network
thresholds, real-time analysis, and trending reports.

g. Security: Escalate known and/or perceived security events, faults, and violations of access
control(s) and configuration policies to security operations.

h. Root Cause Analysis: Provide Root Cause Analysis (see Section F, Deliverable 36) to
identify the root causes of faults, problems, and incidents that result in system/service
failures, outages, or degradation of performance. Root cause analysis shall be documented
IAW SOPs.

C.3.5.5.12.2 VOICE SERVICES

Voice/telephony services and applications are provided by a third-party service provider;
therefore operations and engineering for voice services will not be performed under this task
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order. However, the contractor shall escalate operational requests, problems, and/or incidents to
the ISTS Telecommunications Service Operations Center (TSOC) using FrontRange ITSM.

C.3.5.5.12.3 VIDEO INFRASTRUCTURE AND SERVICES

The contractor shall operate and maintain the video infrastructure/services described below:

a. Internet Protocol Television (IPTV): IPTV consists of a windows media platform that is
accessed via Microsoft Internet Explorer (IE) web browser interface. GAO’s IP/TV
application delivers Live Broadcasts from GAO’s video studio, Pre-Recorded Program
Content (e.g. On-Demand), and select Cable TV (CATV) channels.

b. Video Teleconferencing (VTC) services and infrastructure consists of multi-vendor VTC
coders/decoders (e.g. codecs), VTC display monitors, cameras, and microphones that are
installed in dedicated meeting rooms within GAO locations (e.g. HQ and FOs).
Supplemental audio conference bridge services are provided to participants joining VTC
meetings remotely. VTC services include but are not limited to:

—_

Point-to-Point (GAO VTC room to GAO VTC room).

2. Multi-Point (up to six GAO VTC rooms using VTC Codec — More than Six VTC).

3. Rooms using external hosted (third-party) Multi-Point Conference Unit (MCU) VTC
bridge.

4. OffNet — One or many GAO VTC rooms connecting to external VTC systems (e.g.
Government Agencies, Universities, Civilian businesses, Foreign bureaus) via external
hosted (third-party) Multi-Point Conference Unit (MCU) VTC bridge.

5. Secure VTC — VTC System/Room which connects to a classified network IAW secure
VTC policies established by the Department of Defense (DOD).

6. IP/TV Relay — VTC codec connects to IP/TV which streams/broadcast VTC video. IP/TV

participants utilize audio phone bridge to receive voice.

The contractor shall provide a monthly report containing the following VTC usage data (see
Section F, Deliverable 50):

e Monthly number of VTC hours with a breakdown of IP vs. ISDN, keeping a running total
year over year
e Monthly number of VTC conferences with a breakdown of whether multipoint, point-to-
point, off-network, or third party connection, keeping a running total year over year
e Monthly number of VTC hours by each team/business unit, keeping a running total year
over year
e Monthly number of VTC conferences by team/business unit, keeping a running total year
over year
e Monthly number of VTC hours by room, including all HQ, Field offices, and Secure
VTC rooms, keeping a running total year over year
e Monthly number of VTC conferences by room, including all HQ, Field offices, and
Secure VTC rooms, keeping a running total year over year
e Monthly number of VTC requests and cancellations
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GAO is in the process of phasing out permanent VTC in support of a cloud based VTC such as
WebEX.

c. Cable TV (CATV): There are multi-vendor signal distribution CATV systems at each GAO
location (e.g. HQ and FOs). GAQO’s CATYV signal provider equipment are received via
delivery points (antennas and cable feeds); and GAO’s cable television service entrance cable
infrastructure within each GAO location. Select CATV channels are distributed to
Television (TV) sets within conference rooms/offices and local IP/TV broadcast servers that
broadcast said channels to users on the Local Area Network (LAN) at each of the GAO
locations (e.g. HQ and FOs).

d. Web Conferencing: Web conferencing delivers video and collaboration capabilities to GAO
via a web browser interface. The web conferencing service/application is externally hosted
and managed by a third-party service contract. The contractor shall act as liaison on GAO’s
behalf to contact the web conferencing provider during service outages and/or to troubleshoot
and resolve issues.

C.3.5.5.13 IDENTITY AND ACCESS SERVICES

The contractor shall operate, maintain, and administer GAO’s enterprise directory services,
currently provided through Microsoft Active Directory. Active Directory provides a common
management interface throughout the network for all users, servers, applications, and services.
These services include network authentication, user administration, file and print sharing,
network restrictions, permissions and policies, messaging, Internet and intranet applications, and
desktop applications and distribution. The contractor shall provide the following types of
director services support:

Develop Directory Services tree structure.

Manage Health of Directory Services.

Deploy Directory Services upgrades.

Troubleshoot Directory Services problems.

Develop and maintain Directory Services documentation.
Set standards for file and object rights.

Manipulate file and object rights.

o a6 o

C.3.5.5.14 RESERVED
C.3.5.5.15 TESTING

C.3.5.5.15.1 TESTING ENVIRONMENT

The test environment is used to test patches, application objects, new hardware and software
releases, and other IT related services prior to releasing them into the production environment.
The test environment consists of hardware, software, and applications that closely mimic the
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production services supported by the ISTS organization. The test environment consists of three
test labs: (1) Development, (2) Test, and (3) Quality Assurance.

Development Lab:
a. Provides working environments for development of all applications (new, upgrades, etc.)
1. Coldfusion, Java, and HTML development
2. Development of Web applications.
3. The JBoss Application server is hosted in the Devlab and provides working space for
Java as well as Oracle developers.
4. Open source application testing using Lamp Stack (Apache, MySQL, and Linux) is also
provided in this Development Environment.
5. All standard GAO applications
6. Research and development of VM Ware virtual server environment and administration.

b. Test Lab:

1. The test lab is an isolated, off-network, environment housing a replica of GAO’s Active
Directory infrastructure, intended for the purpose of testing technologies prior to
production deployment.

2. The objectives of the test lab are to:

A. Build and maintain an environment that is as close to production configuration as
possible; so that technology may be tested and moved into production without having
to manually rebuild or reconfigure.

B. Develop and test hardening guidelines/standards for new technologies prior to
production implementation.

C. Provide a platform to test network services such as upgrades to GAO’s Exchange and
document management enterprise services.

D. Provide a platform to test applications that authenticate to AD.

E. Provide a platform to test Linux mounts.

3. The test lab also accommodates:
A. Develop and testing of new server images for GAO standard server builds for
Windows.
B. Research and Development of virtual server environment and administration.

c. Quality Assurance Lab
1. Final test and verification of application/software/IT product’s functionality based on
requirements and testing standards.
2. QA testing is performed in a test environment that closely mimics the GAO production
and workstation infrastructure.
3. The QA Lab is managed by QA Manager

The Contractor shall maintain and use these test environments, and perform all test and
integration/release support and deployment activities. The contractor shall ensure that all
activities associated with release and deployment support services are approved by the
Government prior to movement from the deployment and test labs to the production
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environment. Approvals are obtained through the formal change and release management
processes. See Section J, Attachment FF for ISTS Quality Assurance procedures.

The contractor shall maintain and use the GAO test environments as part of release and
deployment support. The contractor shall perform all test and integration/release support and
deployment activities using the test, integration, and development environments provided by the
Government at GAO Headquarters. See Section J, Attachment FF for ISTS’ Quality
Assurance procedures.

C.3.5.5.15.2 AUTOMATED TESTING

GAQO currently uses Quality Center (QC) and its Functional Testing module to perform testing
and manage end-to-end application / system testing. This is facilitated by the TOSCA Test
Suite. The contractor shall use an automated testing software application to perform and manage
end-to-end application/system testing for enhancements falling under the O&M support of this
TO.

The QC suite has multiple modules and works alongside the application Functional Testing
(code-driven test automation tool). The modules are: (1) Requirements, (2) Test Plan, (3) Test
Lab, and (4) Defects. The contractor shall use Functional Testing to record / emulate tester
actions to be run for regression testing. The code generated and objects captured for the
application are stored in the QC repository and mapped logically to the requirements and test
cases. GAO also conducts test activities using this suite of automated tools to provide a
repeatable process for gathering requirements, planning and scheduling tests, analyzing results,
and managing defects and issues. The contractor shall use these tools in the performance of this
support. At a minimum the contractor shall provide the following under the test center support
effort:

Server maintenance.

Test script writing.

Testing.

Account creation.

Customer Support.

Troubleshooting.

Maintain test lab (hardware and software) set up, configuration, upgrades, and diagnostics.
Documentation and maintenance for test lab components, systems, policies, and procedures.
Monitor network operations for possible impacts on test lab.

Maintain a mirror infrastructure for the test lab.

Backup/Restore of network file(s).

Network utility software testing.

. Compatibility testing. (Testing to determine if software is compatible with other elements of
a system with which it should operate, e.g. browsers, Operating Systems, or hardware.)
Performance testing.

Creation and maintenance of test accounts.
Provide technical support in preparation for and during testing periods.
Technical support for the operation and maintenance of a test automation application.
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r. Problem resolution related to the test lab and products in testing.

C.3.5.5.16 SOFTWARE RETIREMENT SUPPORT

The Enterprise Software Removal (ESR) Team (Government and contractor personnel) handles
all requests to remove any type of software from the GAO network that has outlived its
usefulness, is outdated, or otherwise is no longer in use.

The contractor shall provide the following Software Retirement support at a minimum.

a. Manage all requests to remove any type of software from the GAO network that has outlived
its usefulness, is outdated, or otherwise no longer in use. Examples are: applications,
databases, test and Quality Assurance instances, development instances, applets, cron
scheduled jobs, automated scripts.

b. Serve on the Enterprise Software Removal Team that coordinates with appropriate
stakeholders to evaluate the system to identify all components that need to be addressed in
the retirement process.

c. Track and manage all removal activities in each of the four removal phases:

1. Preparation Phase.
2. Acceptance Phase.
3. Inaccessible Phase.
4. Removal Phase.

d. Manage and maintain documentation for the process including a visual representation of
these phases in the form of a Software Removal Map, tracking them using the FrontRange
ITSM tool, and providing records retention where indicated.

e. Coordinate with the GAO Software Retirement Owner.

C.3.5.17 GAO WEB CONTENT AND PRODUCT METADATA MANAGEMENT,
DISTRIBUTION AND PUBLISHING SERVICES

GAOQ’s web content plays a significant role in supporting GAO's mission of informing the
Congress and the American people. The web content includes GAO’s Internet and intranet sites,
web services and applications, special content areas on its Internet site that offer users improved
access to bodies of work, and GAO products and their metadata. GAO uses information
management services to maintain and manage the product metadata describing GAQO’s internal
and external products. The product metadata is GAO’s comprehensive corporate memory, and it
resides in interacting product and content databases including the Product Metadata Repository
(PMR) and the Publications Database. Some of these databases will likely be replaced or retired
over the course of this TO.

GAO seeks to provide its internal and external audiences with the best possible service in terms
of information accuracy, timeliness, usability, and accessibility. The product metadata is critical
to the accurate and timely distribution of GAO products to Congressional clients, Federal
agencies, and the public, as well as to the display, search and navigation results on GAO’s public
website, www.gao.gov. To the extent feasible, GAO ensures that its external and internal web
content is Section 508 compliant.
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GAO publishes almost all products as PDFs, and some products have related electronic
supplements (e-supplements) published as PDF or HTML. GAO maintains product quality and
product branding through tools and processes designed to maintain standards and minimize
errors and expense during the publishing process. GAO’s main distribution method is electronic.
GAQO issues about 1,500 products per year. GAO uses FrontRange ITSM to track tasks and
ensure completion.

In addition to requirements in the remainder of this section, the contractor shall:

a. Continue to support GAO’s data as systems are upgraded, replaced, or retired.

b. Maintain current and complete documentation for databases and processes using GAO’s
document management system DM.

c. Recommend modifications to improve operational efficiency and effectiveness in the areas
described in this section.

d. Be available for face-to-face meetings in GAO Headquarters on a daily basis.

GAO will provide standard cubicle and office space equipped with computer equipment
appropriate to the task being performed.

C.3.5.17.1 INFORMATION MANAGEMENT SERVICES

a. Overview

GAO uses information management services to maintain and manage its comprehensive
corporate memory of interacting product and content databases (including the Product Metadata
Repository (PMR) and the Publications Database) containing product metadata describing
GAO’s internal and external products. The metadata is critical to the accurate and timely
distribution of GAO products to Congressional clients, Federal agencies and the public. It is also
critical to the display, search and navigation results on GAQO’s public website. GAQO’s internal
and external products may consist of audit reports (including chapter reports, letter reports, and
numbered correspondence), decisions, testimonies, and other products, including Inspector
General products and internal work-related documents, such as memos and audit work papers.
These products may be in hard copy (paper or microfiche) or electronic files. The needed
product metadata varies among product types and must be entered in multiple internal systems
including the Product Metadata Repository (PMR) and the Publications Database.

b. Background and Context

The following is background information concerning interacting product and content databases,
in addition to the PMR and the Publications Database:

1. GAO Thesaurus - One metadata source for products is the GAO Thesaurus, a controlled
vocabulary consisting of approximately 13,396 preferred/non-preferred terms (currently
7,783 preferred terms). These terms are assigned to individual products to facilitate the
retrieval of these products in a variety of applications, including internal and external
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searching. The Thesaurus is structured to identify hierarchical relationships among terms
and to indicate cross-references to and from related terms. Definitions and/or scope notes
are provided where appropriate.

GAO uses COTS software, Multites Pro, to support entry of new thesaurus terms and to
establish term relationships. The software enables the ANSI/NISO-compliant creation
and maintenance of a full taxonomy and can be used to develop a custom vocabulary or
as a tool to import from external sources.

2. GAO Corporate Taxonomy - For GAO’s purposes, a corporate taxonomy is a hierarchy
of categories used to classify documents and other information to represent the
information available within the enterprise. GAQO’s corporate taxonomy is applied across
different applications including, but not limited to, the GAO Product Metadata
Repository, document management/Electronic Records Management System, GAO’s
intranet and Internet web pages, and other legacy systems, as well as new systems as they
are developed.

GAO uses the SAS Content Categorization Studio for taxonomy management in addition
to Microsoft Excel.

3. Recommendations Follow-up - GAO tracks and records the actions of agencies and the
Congress in response to GAO report recommendations in the Recommendations Follow-
up System. The data are the source for the Status of Open Recommendations search
application as well as product-by-product listings of recommendations and their status
and other related information available on GAQ’s external website.

4. USOrg Database - This GAO database contains current Congressional Member and staff
names and addresses, names of Federal agencies, name/address information of heads of
Federal departments and agencies and non-Federal entities based on authoritative sources
defined by GAO, including Leadership Directories and cq.com. This database is
accessed by GAO-wide applications requiring Congressional and other information. The
accuracy of Congressional names and addresses is very important to GAO because
Congress is GAO's primary client. The USOrg Database in written in Oracle and the data
entry program is written in Java. The following applications access the database:

Publications Database System.

Product Metadata Repository.

Accomplishment Reporting System.

Product Distribution (Form 115 — see Section J, Attachment P).
Recommendations Follow-up System.

Distribution Workflow (labels).

Congressional Contact System.

@mmounws

c. Requirements: The contractor shall:
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1. Create and maintain accurate product metadata, including GAO Thesaurus and
Taxonomy terms and categories, Congressional names and addresses, names of Federal
agencies, and name and address information of heads of Federal departments and
agencies and non-Federal entities, in required system(s) for GAO-supplied source
products within GAO-specified timeframes. In support of this requirement the contractor
shall provide the following support (at a minimum) in order to ensure accurate product
metadata is created and maintained:

A. Data entry and quality assurance for the creation and maintenance of records in the
Product Metadata Repository and other existing databases. For details related to
common product types, see Section J, Attachments RR (Procedures for Letter
Report), SS (Procedures for Testimony), and QQ (Procedures for Bid Protest
Decision). For details on the workflow, see Section J, Attachment PP, (Report
Processing Workflow Example Performed by Information Management)

B. Complete all required data entry for a product within defined times (see Section J,
Attachment E SAMs). This information will be entered in stages defined by GAO to
support varying publishing timeframes.

C. Notify the appropriate Technical Monitor (TM) when needed metadata is either
missing or incorrect and update as appropriate.

D. Find missing products or resolve product metadata inconsistencies or other issues—
for example, contact GAO designated staff to provide the required PDF file.

E. Report to the TM on any errors in the posting proc